
How risky is your risk assessment?  26How risky is your risk assessment?  26

A deep dive into country risk assessment  36A deep dive into country risk assessment  36

The Magazine for Career-Minded Professionals in the Anti-Money Laundering Field

SEPTEMBER– 
NOVEMBER 2013  
VOL. 12 NO. 4

A publication of the Association  
of Certified Anti-Money  
Laundering Specialists®  
(ACAMS®), Miami, FL USA

www.ACAMS.org   www.ACAMSToday.org

A N N U A L  C O N F E R E N C E  E D I T I O N



UCEN



Register Today!  |  acamsglobal.org/virtual  |  +1 305.373.0020  |  info@acams.org

Comprehensive Training
• Watch live streaming of keynote addresses, plenary 

sessions and seminars
• Submit questions to the live presenters through  

your computer
• Gain unlimited access to on-demand recordings of 

conference sessions after the event

Professional Development
• Receive a certificate of participation and 16 CAMS credits 

Interactive Networking
• Share your compliance challenges while chatting with 

fellow online participants
• Stay updated and connect with your peers via social  

media platforms

Maximize ROI
• Benefit from top-quality training with zero travel time and 

minimal expense
• Save on attendance with substantial discounts available 

for teams

Can’t leave the office?  
Attend the conference virtually

ACAMS 12th Annual

AML & Financial Crime
CONFERENCE SEPTEMBER 23–25, 2013

For details, visit acamsglobal.org/virtual



 4 ACAMS TODAY | SEPTEMBER–NOVEMBER 2013 | ACAMS.ORG | ACAMSTODAY.ORG 4 ACAMS TODAY | SEPTEMBER–NOVEMBER 2013 | ACAMS.ORG | ACAMSTODAY.ORG

SEPTEMBER–NOVEMBER 2013 | VOL. 12 NO. 4

ON THE COVER

ACAMS Today is designed to provide 
accurate and authoritative information 
concerning international money 
laundering controls and related 
subjects. In publishing this work, 
neither the authors nor the association 
are engaged in rendering legal or other 
professional services. The services of 
a competent professional should be 
sought if such assistance is required.  
ACAMS Today is published four times 
a year for ACAMS members.

 
To join, contact: ACAMS 
Brickell Bayview Center 
80 Southwest 8th Street,  
Suite 2350 
Miami, FL 33130 

Tel. 1-866-459-CAMS (2267)  
or 1-305-373-0020 
Fax 1-305-373-5229  
or 1-305-373-7788  
Email: info@acams.org 
Web sites: www.ACAMS.org 
www.ACAMSToday.org 

To advertise, contact: Andrea Winter  
Tel. 1-305-373-0020 ext. 3030 
Email: awinter@acams.org

ACAMS

John J. Byrne, CAMS

Executive Vice President

Karla Monterrosa-Yancey, CAMS

Editor-in-Chief

EDITORIAL AND DESIGN

Contributing Editor  
Debbie Hitzeroth, CAMS

Graphic Design  
Victoria Racine

SENIOR STAFF

Chief Executive Officer  
Ted Weissberg, CAMS

Chief Financial Officer  
Ari House, CAMS

Global Director of  
Conferences and Training  
Eva Bender

Head of Asia  
Hue Dang, CAMS

Director of Sales  
Geoffrey Fone

Director of Marketing  
Kourtney McCarty

Director of Operations  
Mike Vasquez

Head of Europe  
Grahame White

SALES AND REGIONAL 
REPRESENTATIVES

Senior Vice President of 
Business Development  
Geoffrey Chunowitz, CAMS

Head of Caribbean  
Denise Enriquez

Head of Latin America  
Sonia Leon

Head of Africa &  
the Middle East  
Jose Victor Lewis

How risky is your risk 
assessment? 

 
26 ADVISORY BOARD

Chairman: 
Richard A. Small, CAMS 

SVP-Enterprise Anti-Money 
Laundering, Anti-Corruption 
and International Regulatory 

Compliance, American 
Express, New York, NY, USA

Luciano J. Astorga, CAMS 
Regional Chief Compliance 

Officer, BAC|Credomatic 
Network, Managua, 

Nicaragua

Samar Baasiri, CAMS 
Head of Compliance Unit, 

BankMed, Lebanon

David Clark, CAMS 
GE Capital, Financial Crime 

Leader EMEA, The Ark, 
London 

Vasilios P. Chrisos, CAMS 
Americas AML & Economic 

Sanctions Director, Macquarie 
Group, New York, NY, USA

William J. Fox 
Managing Director, 

Global Financial Crimes 
Compliance Executive, Bank 

of America Corporation, 
Charlotte, NC, USA

Susan J. Galli, CAMS  
Director of the Anti-Money 

Laundering Strategic Planning 
Office, HSBC North America, 

New York, NY, USA

ADVISORY BOARD

Peter Hazlewood 
Global Head, Financial Crime 

Risk Operations, Standard 
Chartered Bank, London

William D. Langford 
Global Head of Compliance 
Architecture and Strategy, 

Citi, New York, NY, USA

Karim Rajwani, CAMS 
Vice-President, Chief Anti- 
Money Laundering Officer, 

Royal Bank of Canada, 
Toronto, Ontario

Anthony Luis Rodriguez, 
CAMS, CPA 

Global Compliance Officer, 
Associated Foreign Exchange, 

New York, NY, USA

Nancy Saur, CAMS, FICA 
Compliance Manager 

Millennium bcp Bank & Trust, 
Cayman Islands

Markus E. Schulz 
Chief Compliance Officer 

EMEA, GE Capital, London, UK

Daniel Soto, CAMS 
Chief Compliance Officer, 

Ally Financial, Inc., 
Charlotte, NC, USA



6 From the editor

6 May–July CAMS Graduates

8 Member Spotlights

10 A message from the executive vice president

11 Kenneth Rijock: Author of The Laundry Man

12 Dennis Lormel, CAMS: Assessing the convergence between  
transnational criminal organizations and terrorist groups 

14 Congratulations to the Greater Twin Cities Chapter! 
The 2013 Chapter of the Year Award recipient

16 A Bitcoin further down the road

18 Fraud analytics: Strategies and methods for detection and prevention

20 Redefining due diligence: A paradigm shift for AML/BSA compliance

22 Courage in compliance

26 How risky is your risk assessment?

30 Partners in anti-crime  
–Law enforcement outreach enhances BSA/AML programs

34 Negative news –Discovering and verifying entity due diligence information

36 A deep dive into country risk assessment

40 Raise your voices: We hear you

42 Old MacDonald of sanctions compliance and customer due diligence

44 Mexico’s security threat: Organized crime and money laundering

48 Canada 2013: The fight against financial crime continues

52 ACAMS releases findings of 2013 Compensation Survey: Median earnings for 
CAMS-certified professionals 32 percent higher than non-certified counterparts

54 ACAMS Risk Assessment: An in-depth look

58 The case for centralized KYC

62 Meet the ACAMS Staff

IN THIS ISSUE

 ACAMS TODAY | SEPTEMBER–NOVEMBER 2013 | ACAMS.ORG | ACAMSTODAY.ORG  5



 6 ACAMS TODAY | SEPTEMBER–NOVEMBER 2013 | ACAMS.ORG | ACAMSTODAY.ORG

TITLETTITLEFROM THE EDITOR

Karla Monterrosa-Yancey, CAMS 
editor-in-chief

Risk — A four-letter word that we deal with daily. Assessing risk is part of everyone’s 
life, whether it is during your commute to work passing the slow car in front of you, 
moving to another country and beginning anew, taking a job that can make or break 

your career, choosing to attend or not to attend an ACAMS’ conference, bungee jumping off a 
bridge for fun or choosing a significant other. Life is full of risk. There is that old adage of no 
risk no reward. This holds true for many financial institutions and in turn makes the compli-
ance department even more valuable.

This issue is all about risk. Here at the ACAMS editorial department we assessed our risk and 
decided that an issue focusing on the topic was worth pursuing.

Financial crime professionals deal with assessing risk on a daily basis. Let’s face it: That is 
part of your job. The headline in the cover article starts by asking an important question that 
all compliance professionals should ask themselves: How risky is your risk assessment? The 
article goes beyond traditional risk assessment mechanics in favor of practical, actionable and 
easily implemented best practices. In a two-step process this article outlines how-to analyze 
and build a sound methodology for your risk assessment program.

Continuing with our risk theme, the second headline article A deep dive into country risk 

assessment discusses country risk assessments, which are key components for supporting the 
overarching risk assessment program and maintaining a sound sanctions program. Learn the 
three-step process that will help you maintain an effective country risk assessment program 
within your institution.

A Bitcoin further down the road follows the latest developments and challenges presented by 
virtual currencies, namely Bitcoin, and postulates next steps to be taken outside the U.S., by 
money launderers and compliance professionals. 

Courage in compliance epitomizes the personal risk of a compliance professional and how her 
resilience helped law enforcement shut down the processing of illegal gambling activity within 
a bank. This article outlines lessons learned and the difference that one person can make.

This edition also contains highlights of the 2013 Compensation Survey released by ACAMS 
in May and also an in-depth look and an interview with the key developers of the ACAMS Risk 
Assessment tool to be released later this year. For more info, please contact Tanya Montoya 
at tmontoya@acams.org. 

Congratulations to our Chapter of the Year award recipient, Greater Twin Cities Chapter! 
ACAMS Today had the opportunity to interview two chapter board members about the chap-
ter’s accomplishments. Be sure to congratulate the Greater Twin Cities Chapter and also the 
other award recipients that will be announced at the ACAMS 12 Annual AML & Financial 

Crime Conference in Las Vegas.

Finally, we hope you are reading the ACAMS Today either in print, online (acamstoday.org) 
or via the ACAMS Today App. As always, please send any suggestions, comments or article 
submissions to me at editor@acams.org.

We hope you will take a risk this September and attend the ACAMS 12 Annual AML & Finan-

cial Crime Conference. We will see you there! 
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Barbara Krekstein
Ibrahim Krishan
Stefanie Kronenberg
Alfreda Kulah-Samuel
Chia Heng Kuo
Jolanda Kuo
Nina Lacevic
Catherine Kar Ying Lam
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LeAnne R. Magill
Colin Mai
Wing Chung Lena Mak
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Meenal Sathe
Mark Satterfield
Jesus Saucillo
Alison Scalvini
David A. Schecter
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Atif Shaikh
An Teresa Shan
Scott David Shapiro
Kartavya Sharma
Christina Odeh Shemali
Derek Shepherd
Jordan B. Shepherdson
Kathleen Sherban
Damian Sikorski
Laura Silver
Lauren Silver
Shannon M. Simmons
Hardeep Singh
Bobbie Smith
Ewart Smith
Luz Marina Smith
Michael Smith
Travis Charles Smith
Wayne Smith
Beverley Smyk
Kamal Soni
Todd Spicer
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James Steiner
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Daniel Stitt Jr.
Lisa Stokes
Fredrik Strand
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Ahmed H. Sukar
Brett James Sullivan
Jennifer Sun
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Delores J. Swires
Anna Talbott
Hui Ling Tan
Tingting Tang
Denise Dion Tansey
Ahmad Tarteer
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Johnny Teng
Dennis Thornbloom
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Conrad Tillett
Carmen Tong
Irene Torres
Prakash Totala
Mohammed M. A. H. Toukan
Miriam Tovar
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Hiu Kin Tse
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Amber Unick
Meenaz Ahmad Vaidya
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Thomas Xiang Wan
Jamie Wang
Ruohan Wang
Yan Wang
Georgina Ward
Greg Ward
Sharon Ward
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Barbara Wastle
Cori M. Wells
William Westington
Michael Wilkison
Barry Williams
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Mark Williams
Pamela L. Williams
Valerie Williams
Debra Williams-D’Arrigo
James Winkler
Michael Winter
Anne Therese Witkowski
Hiuyin Wong
James J. Wood
Kyle Wright
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Julianna Wu
Steven Z. Wu
Tigist Wubu
Kristina Wyatt
Osamu Yamanaka
Elaine Yancey
Allen Yao
Basil Yeung
Shing Kam Yip
Erik Yoder
Golrokh Youchidje
Ahmad Tawfiq Younes Tawfiq
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Henry Yu
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Qian Zhang
Qiling Zhang
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Nicholas Zigelboym

Carolina Ceballos, CAMS 
Paris, France

Carolina Ceballos has more 
than six years of experience 
in the banking and insur-

ance industry as a compliance and money 
laundering expert. She holds a master’s degree 
in business law with a strong emphasis on 
anti-money laundering and counter terrorist 
financing (AML/CTF).

For the past several years,  Ceballos 
has worked for the French Supervisory 
Authority (ACP) in both the banking and 
the insurance sectors. In her current role 
as an AML/CTF senior auditor, she leads 
off-site investigations and ensures that insti-
tutions meet their due diligence and FIU 
reporting obligations. She participates in the 

development of the AML audit methodology 
and trains new investigators on auditing 
techniques and practices, financial sector 
and AML/CTF regulations. 

Prior to joining the ACP, Ceballos served as a 
compliance officer in major banking institu-
tions. She was in charge of the due diligence 
investigative process, the collection and reten-
tion of compliance records and suspicious 
activity reporting.

Ceballos is a subject-matter expert in European 
and French banking laws, rules and regula-
tions, audit and examination codes and guide-
lines for best practice techniques concerning 
AML, know your customer (KYC)/enhanced 
due diligence (EDD), training, record keeping, 
sanctions screening and suspicious activity 
recognition and reporting. 

She participates in FATF, World Bank training 
sessions and is an AML/CTF lecturer at the 
University of Strasbourg.

Reindorf Atta Gyamena, 
CAMS 
Accra, Ghana 

Reindorf Gyamena has 
over eight years of expe-
rience in the financial 

services industry. He is currently the head 
of compliance at CAL Bank Ltd where he 
oversees the bank’s entire compliance func-
tion. Prior to this position, he was the head 
of market risk unit at Intercontinental Bank 
Ghana Ltd. Before joining the banking sector, 
he worked as an audit assistant at Aryitey & 
Associates, a private Chartered Accounting 
firm in Accra, Ghana.

Member spotlights
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He holds bachelor degrees in Economics and 
Political Science from the University of Ghana 
— Legon. He is a chartered banker and asso-
ciate member of the Chartered Institute of 
Bankers (Ghana). He is also a Certified Anti-
Money Laundering Specialist (CAMS).

He has attended several international and local 
courses on risk management, treasury func-
tion, auditing, fraud, anti-money laundering 
and combating financing of terrorism, financial 
crimes prevention, and Basel II framework.

Gyamena has served as a resource person 
and speaker at both local and international 
conferences, training and workshops on 
AML/CTF and financial crimes, including 
ACAMS Africa Conferences. 

He conducts AML/CTF training for staff of 
CAL Bank and administers the bank’s AML/
CTF e-learning program where he prepares 
all study materials and test questions. He also 
offers consultancy on the establishment of 
compliance and the risk management func-
tion, drafting AML/CTF program, drafting 
and revision of customer due diligence/know 
your customer (CDD/KYC) policies for finan-
cial institutions.

Gyamena has been instrumental in the forma-
tion of compliance officers’ forum of banks in 
Ghana and provided valuable contribution to 
Ghana’s Financial Intelligence Centre (FIC) 
in the introduction of Currency Transaction 
Report (CTR) regime in Ghana. Currently, 
he is leading a team of dedicated ACAMS 
members in Ghana to form an ACAMS local 
chapter in Ghana.

With his strong commitment to the fight against 
money laundering and terrorism financing 
in Ghana, he was selected by Ghana’s FIC as 
part of a three member delegation to represent 
Ghana at GIABA’s AML/CTF seminar/work-
shop in Dakar Senegal in 2011, where he made 
valuable inputs into the communiqué that was 
issued after the conference.

Rosalind Laruccia, CAMS, 
LLB 
Toronto, Canada

Rosalind Laruccia is a senior 
manager with RBC Global 
AML Compliance, managing 

the Global Sanctions Group. She has 13 years of 
experience in risk management, internal audit, 
AML and corporate compliance in Canada, the 
U.S., and the E.U. in both the telecommunica-
tions and financial services industry. Laruccia’s 
roles have included investigations, auditing, 
risk management and control, training, money 

laundering/counter-terrorism financing and 
global economic sanctions.

At RBC, Laruccia provides global economic 
sanctions guidance across the bank, in addition 
to utilizing her audit knowledge in assisting the 
AML compliance group with policy and other 
control related activities. As senior manager 
she is responsible for the development 
and implementation of a consistent global 
economic sanctions program that includes 
payments escalations, development of key 
documentation, sanctions investigations, as 
well as to ensure the bank’s compliance with 
sanctions requirements within the jurisdictions 
that RBC operates.

As the ACAMS Greater Toronto Chapter exec-
utive secretary, Laruccia organizes and drives 
the chapter’s events, conferences and manages 
their LinkedIn group ACAMS Canada page. 
In addition, she works with her other chapter 
board members to bring AML training and 
discussions to various AML professionals in 
Toronto and the surrounding areas.

 
Sylvain Perreault, CAMS 
Montréal, Canada

Sylvain Perreault is 
currently the chief compli-
ance officer of Desjardins 
Group, the largest financial 

cooperative group in Canada with $200 billion 
of assets under management. He manages a 
group of 180 compliance professionals, 35 of 
them are part of the anti-money laundering 
(AML) team. 

The AML team is currently working on setting 
up and establishing parameters for a new soft-
ware tool. In addition, a new online course 
was launched in 2013 which will benefit close 
to 20,000 employees working in the branch 
network. It is a great tool for underlining the 
importance of identifying and reporting suspi-
cious activities. 

Perreault is also currently involved in the 
September 2013 launch of an ACAMS Montreal 
Chapter. An initial networking event was 
held on May 23, 2013. The event was a great 
success and 118 people attended. With the 
recent launch of a Vancouver Chapter and the 
Montreal Chapter soon to launch ACAMS is 
rapidly expanding in Canada. 

Prior to his appointment at Desjardins Group, 
Perreault also worked in the securities busi-
ness, initially for the Montreal Exchange where 
he held several positions including SVP of 
Markets. He also founded a brokerage house in 

2001 and acted as CCO and COO of Desjardins 
Securities a subsidiary of Desjardins Group.

Perreault also has extensive international 
experience. He was involved in the 90s launch 
of a stock exchange and clearing house in 
West Africa (Abidjan) and a dealers market 
in Cameroon. He currently serves on the 
board of the Investment Industry Association 
of Canada (IIAC) and the Special Regula-
tion Committee of the Montréal Exchange, a 
subsidiary of TMX Group. 

 
Samah Fadhil Sukkar 
Amman, Jordan

Samah Fadhil Sukkar is 
the head of compliance of 
Alrowad Exchange and has 
been with the company 

for six years. Alrowad Exchange is one of the 
leading companies to intermediate the selling 
and purchasing of foreign currencies and trans-
fers in Jordan and Iraq. Sukkar has extensive 
experience in understanding and dealing with 
international anti-money laundering laws, 
day-to-day trading correspondences, finan-
cial and technical negotiations, and order 
processes, money transfers and being the coor-
dinator and organizer between the parties of 
financial institutions.

In addition, she has development and innova-
tion experience in the compliance field. She 
has helped put together a group of AML/CTF 
specialists in the financial sector in Jordan 
to help in the fight against money laundering 
and terrorist financing. She was also instru-
mental in helping ACAMS partner with Iraqna 
Business training services and helped obtain 
approval from the Central Bank of Iraq to 
hold trainings and to establish an exam center 
where the CAMS exam would be available for 
the financial sector in Iraq.

She contributed as an AML advisor at the 
Federation of Iraqi Private Banks and held 
training for Iraqi employees of money transfer 
companies in Iraq Erbil.

Sukkar attended the 18th Annual Interna-

tional Financial Crime conference in Holly-
wood, Florida and the 2013 MENAFATF 
conference in Dubai. In addition, she partic-
ipated in a loan conference held in Baghdad 
which was sponsored by the Central Bank of 
Iraq in 2013, a seminar held in IBS about AML/
CTF in Jordan and a 2013 national anti-corrup-
tion campaign in Iraq with UNDP Iraq.

Sukkar holds a bachelor’s degree in Engi-
neering from the Baghdad University. 
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I just returned from my college reunion 
(no, I won’t say which year) and it is 
at times like these that I am reminded 

how fortunate we all are to be in the anti-
money laundering (AML) community. 
Explaining to others what field you are in 
can be daunting, because some are so quick 
to judge, but I am constantly pleased at the 
interest we get from others for the work 
we have chosen — or in some cases were 
thrust into by happenstance. 

People seem genuinely interested in a profes-
sion where the goal is to deter, detect and 
report money laundering — a crime we all 
know is connected to a vast array of crim-
inal activity. While we sometimes struggle 
with compliance and legal obligations, there 
is no denying that the three parts of AML: 
Law enforcement, regulators and the private 
sector are all committed to the same goal. As 
we head toward the ACAMS 12th Annual 

AML and Financial Crime Conference, it 
is a good time to reflect on the good work 
of our community and to be proud of our 
successes. ACAMS is honored to represent 
all facets of this august group.

Risk assessment — A new offering to 
our members

Since this edition has extensive coverage 
of the risk assessment challenges for finan-
cial institutions, I will just add that ACAMS 
has been diligently producing the ACAMS 
Risk Assessment tool with a committee 
of experts since December 2011 and we 
will be releasing the product following the 

Vegas conference. We are very excited at the 
opportunity to create clear AML community 
standards and enhance the financial sector’s 
ability to risk rank, add appropriate controls 
and provide regulatory transparency on risk 
assessment methodologies.

ACAMS continues to address the global 
AML/Financial Crime community

Hopefully you follow the progress of your 
association and all of our members through 
your local chapter, the web sites and mobile 
applications we offer. As you do, you will 
quickly realize that while all of the ACAMS 
staff works as a team, ACAMS has staff dedi-
cated to different regions of the world so 
the membership has a “go to” liaison for all 
jurisdictions. In addition to Hue Dang, the 
long time head of Asia, ACAMS has been 
fortunate in the past year to expand its staff 
responsible for the various regions to include 
Grahame White as head of Europe, Jose 
Lewis as head of Africa and the Middle East, 
Sonia Leon as head of Latin America, Denise 
Enriquez as head of Caribbean and we have 
always had David Kehr as our key contact 
with law enforcement in North America and 
elsewhere. I urge you to find out who your 
main contact is and to take advantage of 
them as a resource.

There is no question that ACAMS is THE 
global organization dedicated to AML/
Financial Crime professionals in both the 
private and public sectors. We are here and 
the leading organization because of you — 
our members!

Social media

Conference season is a great time for dele-
gates to share information with peers and 
offer recommendations on how to stay 
informed. The more traditional methods 
are encountered during networking at the 
conference, at sessions designed for informa-
tion sharing and speaking one-on-one with 
other attendees. As many conference orga-
nizers always stress — leave with contacts, 
business cards and some questions answered 
or your attendance is not complete.

The past several years have seen the growth 
of technologies that enhance information 
sharing. Whether it is immediate response 
mobile phone (or other application) surveys, 
Twitter or the many other forms of social 
media, the opportunities for information 
compilation appear limitless. ACAMS has 
three Twitter feeds at this point with more to 
be added. Please let us know what else we 
can do to continue to keep you informed and 
follow me (@jbacams2011), Kieran Beer (@
KieranBeer) and ACAMS (@ACAMS_AML) 
on Twitter or Facebook (Association of Certi-
fied Anti-Money Laundering Specialists) or 
the various ACAMS chapter channels.

There is no excuse for not connecting in 
2013! 

John J. Byrne, CAMS 
executive vice president

Get active and share!
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Rob Goldfinger
had the oppor-
tunity to speak 

with Miami finan-
cial crime consultant 
Kenneth Rijock, whose 
first-person story, The 

Laundry Man details 
his decade as a career 
money launderer. 

Robert Goldfinger: In your book, The Laundry Man, 
you give a fascinating account of your journey 
from successful lawyer to money launderer, then 
transitioning back to the “good guy.” Share with 
me what enticed you to go down the path of crim-
inal activities?

Kenneth Rijock: It was a perfect storm; the 
combination of a difficult home situation 
ending in my divorce, with no children, and 
entering a new social circle that included 
several fellow Vietnam veterans, all of whom 
shared my 1960s perspective on the position 
that personal drug use should not be crim-
inalized. When I discovered that my new 
friends were not exactly whom they appeared 
to be, the fact that they were involved in drug 
smuggling did not deter me, as this was free-
wheeling Miami in the 1980s. I then believed 
in decriminalization, but my experiences 
since have caused me to presently support 
the anti-drug laws. 

RG: As detailed in the book most, if not all, of your 
criminal activities took place in South Florida and 
the Caribbean. Why was that geographical area a 
prime venue for your criminal activities, and to the 
best of your knowledge, how has that changed? 

KR: At that time, Florida was in the epicenter 
of the narcotics trafficking world in North 
America, as well as the location of much of 
the money laundering, and bulk cash smug-
gling. I did not have to go far to find cooper-
ative offshore tax havens, where they asked 
no questions about source of funds, and 
beneficial ownership of companies that I 
was forming, through local counsel. Though 
today it is not as overt, Caribbean tax havens 
continue to facilitate massive amounts of drug 
money laundering.

RG: You mentioned in the book that you came 
from a humble immigrant background. Did your 
immigrant family experience work as a compass 
to guide you out of criminal activity or was there 
another catalyst?

KR: The major influences, those individuals 
who I believe brought me back from a dark 
place, were not my conservative family, 
but a United States Marshal and a police 
Sergeant from Florida, who showed me that 
I needed to be part of the solution, and not 
part of the problem when it came to money 
laundering. Their confidence in me guided 
me back to the light.

RG: It is obvious that your time in prison was 
not a pleasant experience. Prison sentences 
are becoming more frequent for financial crime 
convictions. Do you think this has an impact on 
criminal behavior or the decision to become 
involved in criminal activity? 

KR: Unfortunately, most financial criminals 
never consider the possibility that they may 
one day be convicted of a felony. Most think 
that their scam is too good to be identified, so 
they do not fear arrest. This is called denial 
and it ignores reality. The respective 50 and 
150 year sentences meted out to Scott Roth-
stein and Bernard Madoff, the two biggest 
Ponzi schemers, will not deter others in my 
humble opinion, for successful fraudsters are 
generally far to arrogant to take the risk of 
arrest seriously.

RG: In your activities you moved a lot of cash. Has 
technology changed the methods?

KR: Yes, though bulk cash smuggling, where 
money launderers move the proceeds of 
crime into a cooperating offshore jurisdiction, 
the rise of technology has opened many new 
targets of opportunity through which laun-
drymen can successfully complete their illegal 
missions, including international trade, virtual 
currency, online creation of corporations, 
and the expansion of tax haven products 
and services. All which have moved money 
laundering forward and decreased the risk of 
identification, interdiction and arrest. Money 
laundering is more efficient now and easier to 
accomplish, unfortunately.

RG: What advice do you have for a lawyer or 
compliance officer that may be considering 
improper or illegal activities? 

KR: Ladies and gentlemen: All the money and 
adult toys in the world are not worth the conse-
quences of arrest, conviction, and incarcera-
tion, especially for a professional, for he or she 
will not be able to return to their previous life 
after their incarceration is completed. They will 

be forever stigmatized and find that the path 
to legitimacy is a long, hard road, with many 
obstacles in their way. Your reputation is price-
less, and once lost can rarely be restored.

RG: In the book, you chronicle the years-long crim-
inal investigation conducted by law enforcement. 
What was it like to live under that uncertain cloud? 

KR: The daily pressure was intense, and it 
continued even when I was off duty, for one 
never knew when the proverbial “knock on 
the door” would come, as you always knew it 
would. I found the stress similar to that which 
I experienced while serving in the U.S. Army in 
Vietnam and Cambodia during the war; a dull 
pain, or feeling in the back of your mind that 
there was trouble headed your way, and that 
your future was not bright.

RG: What are five “bits of wisdom” that you would 
like to share with those of us in the financial 
crimes prevention community?

KR: (1) Money launderers are as educated, as 
smart as, and more innovative than you are; 
they often speak more languages, and have 
previously been bankers and lawyers. Do not 
underestimate them.

(2) Good money launderers are forever looking 
for weaknesses in your bank’s compliance 
program, and when they find one, they drive 
a truck through it and successfully move illicit 
funds. Keep updating your program. Pick 
up new software and commercial database 
resources that will be useful tools.

(3) Do not neglect your in-house AML/CTF 
training program. Often, only senior compli-
ance staff is sent to seminars and conferences; 
send your junior frontline staff as well.

(4) Make sure that you periodically check your 
most valuable and successful bank customers, 
lest they turn out to be Ponzi schemes whose 
operation was overlooked by enthusiastic 
customer relationship managers.

(5) Above all, regard compliance as a challenge 
and an adventure, as I did when I served in that 
capacity; use your imagination, because rest 
assured that your money laundering opponents 
are staying up nights and weekends creating 
schemes to move money through your bank. 

Interviewed by: Robert Goldfinger, CAMS, 

CFS Cmdr. CID (retired), president, Nomino 

Data, USA, rgoldfinger@nominodata.com

Kenneth Rijock: Author of The Laundry Man
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A CAMS Today spoke with Dennis M. 
Lormel the founder and president 
of DML Associates, LLC about the 

convergence of transnational criminal orga-
nizations and terrorists.

Lormel and associates provide consulting 
services and training related to terrorist 
financing, money laundering, fraud, finan-
cial crimes and due diligence. For 28 years, 
he served as a special agent in the FBI and 
served as chief of the FBI Financial Crimes 
Program. There, he formulated, established 
and directed the FBI’s terrorist financing 
initiative following the terrorist attacks of 
September 11, 2001. 

For his visionary contributions, Lormel 
received numerous commendations and 
awards to include the Department of Justice, 
Criminal Division’s Award for Investigative 
Initiative and the Central Intelligence Agency’s 
George H. W. Bush Award for Excellence in 
Counterterrorism.

ACAMS Today: What are the commonalities 
between transnational criminal organizations 
and terrorists?

Dennis Lormel: Transnational criminal orga-
nizations and terrorist groups share many 
operational and organizational similarities 
and characteristics. They often learn from 
one another, imitate each other’s successes 
and failures, and frequently partner with 
each other. There has been an evolution 
wherein these groups have developed into 
hybrid criminal/terrorist entities. As a result, 
the nexus between transnational criminal 
organizations and terrorism has become 
increasingly complex and sophisticated.

AT: Is the convergence of transnational crim-
inal organizations and terrorists on the rise and 
if so why?

DL: Transnational criminal organizations 
and terrorist groups have increasingly found 
common ground of mutual benefit. Each has 
learned how to benefit from conflict. The 

Arab spring and conflicts in Africa and 
other places have created opportunities 
for criminals and terrorists to exploit the 
weaknesses of the states in conflict. These 
entities have also benefited from their 
convergence with each other and from 
their ability to diversify their activities 
through licit and illicit mechanisms. 

Terrorists have had to engage  
in criminal activity,  

particularly drug trafficking,  
to fund themselves 

DENNIS LORMEL, CAMS:

Assessing the convergence 
between transnational criminal 
organizations and terrorist groups 
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One of the primary reasons why the conver-
gence of transnational criminal organizations 
and terrorist groups has been growing is 
that legitimate funding sources that terror-
ists relied on have dried up. For instance, 
al-Qaeda and related groups traditionally 
relied on wealthy donors for funding. As the 
U.S. and friendly countries exerted pressure 
through sanctions and other actions, wealthy 
donors stopped providing funds. Likewise, 
Hezbollah traditionally relied on funding 
from state sponsors Iran and Syria. Those 
funding sources have diminished consider-
ably. Consequently, terrorists have had to 
engage in criminal activity, particularly drug 
trafficking, to fund themselves. They learned 
quickly how valuable and enriching collabo-
rating with criminals could be. 

AT: Which types of organized groups are more 
inclined to collaborate with terrorists and why is 
understanding this linkage important for a finan-
cial crime prevention professional?

DL: Longstanding transnational organized 
crime groups and newer crime groups have 
very different relationships with terrorism. 
Traditional organized crime groups like the 
Italian and Russian mafia, and Asian orga-
nized crime possess long term financial 
strategies. They are dependent on long estab-
lished states where they operate in. They 
tend to reject associations with terrorism. 
Importantly, they have different strategies 
and motivation which are not conducive to 
collaboration with terrorists.

Newer criminal groups do not possess 
long term and efficient financial strategies. 
Groups like the Haqqani network in Afghan-
istan, D-Company in Pakistan and Los Zetas 
in Mexico, operate and thrive in ungovern-
able regions. They take advantage of chaos 
and dysfunctional states. These groups 
generate huge profits from cooperating with 
terrorists. They have more consistent inter-
ests with terrorists that are conducive to 
collaboration.

AT: Can you give us an example of an actual 
case you have worked on where you saw this 
type of collaboration?

DL: The best example of this collaboration 
can be found by assessing the Lebanese 
Canadian Bank case. It was an elaborate 
international drug trafficking and trade-based 
money laundering operation involving the 
Joumma drug trafficking and criminal orga-
nization in Lebanon, Los Zetas drug cartel in 

Mexico and Hezbollah, the Lebanese based 
terrorist organization. This collaborative 
criminal enterprise laundered approximately 
US$200,000,000 per week. The Lebanese 
Canadian Bank wired over US$329,000,000 
through the United States. Most of the funds 
were intended to purchase used cars in the 
United States that were shipped to West 
Africa. Some of the funds were wired from 
the United States to Asia, where they were 
used to purchase goods that were subse-
quently shipped to Colombia. There was a 
particularly close and mutually beneficial 

nexus between the Joumma organization 
and Hezbollah since they both operate out of 
Lebanon. This was a truly global operation. 
The Joummas, Los Zetas and Hezbollah prof-
ited greatly by collaborating together. 

This case exemplifies how two newer 
transnational criminal organizations found 
common ground with one of the most finan-
cially successful terrorist organization. Each 
made considerable money from working 
together to further their individual organi-
zational interests. They used a variety of 
facilitation tools to include correspondent 
accounts, wire transfers and shell companies. 
This case demonstrates how convergence, 
coupled with the diversification of activities, 
present new challenges for law enforcement 
and the financial services sector. 

AT: What steps can a financial crime preven-
tion professional take to stay ahead of this 
new trend?

DL: The public and private sector must 
develop new methodologies and strategies 
to deal with the problem of convergence 
between criminal and terrorist organizations. 
Understanding the crime/terrorist nexus is 
the first step toward solving the problem. 
For instance, understanding what motivates 
groups to interact, which groups are more 
inclined to interact, how they interact and 
how they raise, move, store and access funds 
is critically important. By understanding 
these elements, strategies can be developed 
to disrupt the flow of funds; which leads to 
one of the main vulnerabilities of these types 
of organizations, finance. 

AT: What type of training should financial institu-
tions give their staff to prepare them to face this 
new financial crime trend?

DL: Training is an important component for 
dealing with this emerging problem. Finan-
cial institutions should implement training on 
two levels. First would be high level training 
to deal with the problem in a broad sense. 
The training should be geared to promote 
awareness that the convergence of transna-
tional criminal organizations and terrorist 
groups is a growing problem that presents 
law enforcement and the financial services 
sector with new challenges. It should high-
light why groups interact, who is more likely 
to interact, how, what criminal activity they 
deal in, what regions they conduct business 
in, what facilitation tools they use and how 
they are likely to use financial institutions. 
It should be provided to a wider group of 
employees within an institution. The second 
level of training should be more granular. It 
should focus on areas of risk that are insti-
tution specific. The training should include 
case studies that demonstrate how financial 
institutions can be exploited by criminals 
and terrorists working in conjunction with 
each other. The case studies should demon-
strate how the institution was used. Finally, 
the training should promote proactive and 
targeted investigative techniques that could 
be used to detect, report and deter such 
activity from occurring at the financial insti-
tution. This training should be targeted to 
specific employees, such as fraud investiga-
tors, AML specialists and even include select 
business components. 

Interviewed by: Karla Monterrosa-Yancey, 

CAMS, editor-in-chief, ACAMS, Miami, FL, 

USA, editor@acams.org

The Joummas, Los  
Zetas and Hezbollah  
profi ted greatly by  

collaborating together 



 14 ACAMS TODAY | SEPTEMBER–NOVEMBER 2013 | ACAMS.ORG | ACAMSTODAY.ORG

CHAPTER SPOTLIGHT

 14 ACAMS TODAY | SEPTEMBER–NOVEMBER 2013 | ACAMS.ORG | ACAMSTODAY.ORG

Congratulations to the  
Greater Twin Cities Chapter!

The 2013 Chapter of the Year Award recipient

The ACAMS Greater Twin Cities 
Chapter was launched on October 
27, 2011, by an executive board 

composed of professionals from the AML 
field in the Minnesota/Wisconsin region 
and has a membership of 60. The chapter’s 
mission is to be a professional resource that 
can provide support, guidance, training and 
peer interaction for industry professionals.

ACAMS Today had the opportunity to speak 
with the chapter co-chair Jennifer Sosniecki 
from Allianz Life Insurance Company of 
North America and co-programming director, 
Sande Bayer from US Bank. 

ACAMS Today: How did you first become 
involved with the chapter?

Jennifer Sosniecki: In 2011, ACAMS solic-
ited interest from local ACAMS members 
on the launch of a new Greater Twin Cities 
(GTC) chapter. I raised my hand! A couple 
months later, I joined the executive board as 

secretary and the GTC launched in October 
2011. In 2012, the co-chair position opened 
up and I transitioned to that role. What 
I like best about our chapter is that our 
board members represent more than just 
the banking sector. We represent securities, 
insurance, retail and consulting. As we have 
a broader range of experience, I believe this 
has helped us draw in new members from 
different industries. 

Sande Bayer: I attended a learning event by 
the Carolina’s Chapter and introduced myself 
to John Byrne and asked why there wasn’t a 
Twin Cities/MN Chapter. It wasn’t long after 
our conversation that Kiren Schulte (the 
chapter chair) had been appointed chapter 
representative and everything started to 
fit together. We had a strong cross section 
of backgrounds from our board members 
and everyone was energetic about working 
together to have a successful launch. I still 
have that energy! After the first several 

months, our board experienced vacancies 
because two members had job transitions. 
That allowed us to re-evaluate the board 
roles and responsibilities to best fit our skills, 
talents and specific market attributes. I love 
that flexibility, and that I am now able to be 
part of the events/programming team. Some 
may argue, but I think I have the best role on 
the board!

AT: What is the main obstacle faced by financial 
crime prevention professionals in the Greater 
Twin Cities area?

JS: Our chapter members are telling us 
they want more engagement from local law 
enforcement in communicating new financial 
crime trends. We all want to assist local law 
enforcement and prevent crime; however, we 
need to know what to look for! We hope to 
organize more events with law enforcement 
in 2014.

SB: Perhaps the biggest obstacle is breaking 
through the silos and establishing commu-
nication channels. Not only within some of 
our organizations, but also with local law 
enforcement. I’d like to see us all become 
more aware of the local and regional activity 
and trends our law enforcement is seeing 
and how different that is from the national 
and global information we receive. And then, 
translate those needs into how each of us in 
our varied roles and institutions can have 
positive input and build positive working 
partnerships against financial crime.

AT: Why is it important for ACAMS members to 
belong to their local chapters?

JS: With the current economy and companies 
cutting budgets, joining a local chapter can 
be a cost-effective way to continue your AML 

Jennie Sosniecki provides opening remarks at the 5/22/2012 learning event “Minnesota Trends in Money 
Laundering and Terrorist Financing.”
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education. In addition, local chapters offer 
great networking opportunities with other 
AML professionals.

SB: At first I thought the networking available 
through the chapter was the most important 
and appealing benefit. But now, as budgets 
are constrained and a good percentage of 
our members aren’t able to attend national 
conferences, the learning events are crit-
ical. Our board takes this responsibility seri-
ously and works together to have strong and 
successful events that feed and support our 
membership and attendees.

AT: Which chapter events are you most looking 
forward to attending this year? 

JS: Our chapter is in discussions with a local 
fraud prevention association to partner on a 
learning event this fall. The topic will include 
how AML and fraud teams can work together 
and share best practices. Many of us already 
work closely with the fraud investigation 
groups in our organizations and understand 
the alignment between AML and fraud 
prevention. I think this will be a great topic!

SB: The ones our members ask for! When 
we choose to plan events around topics and 
speakers that the members ask for, those are 
the best attended and most engaging. We’ve 
got a couple ideas taking shape. One would 
be a follow-up to an event we did on human 
trafficking. In addition, the ever present regu-
lators responsible for our members’ diverse 
financial sectors seem to provide ongoing 

material for events. We always love to hear 
cases from our local law enforcement and 
how involvement from the AML community 
assisted in the cases. And then there’s the 
world of innovations … virtual currencies, 
mobile banking and the challenge of keeping 
up when our systems may not be as capable 
and up-to-date. Looks like we’ll have another 
busy year!

AT: What do you hope to accomplish as a 
chapter board for 2014?

JS: Of course, we are like other chapters 
and want to increase our membership. In 
an effort to get there, we must find new and 
interesting topics for future events to keep 
the engagement of the local AML commu-
nity. Our continued partnership with local 
law enforcement agencies and other industry 
groups in 2014 will be very important. 

SB: As Jennifer stated, we’d like to increase 
our membership, and cast the net wider to 
include smaller FI’s and more law enforce-
ment. Our members are great! And when we 
listen to what they like about learning events 
for topics, location, timing, value, etc. those 
become our most successful events! I’d like 
to think that we can provide diverse topics, 
be innovative in location/presentation and 
partnerships and keep the passion fueled for 
our careers. It can be a challenge to re-visit 
topics like human trafficking or keep fresh 
content with events on regulatory require-
ments. Also, we want to look for more out-of-
the-box events for this group! I’d like for all 
of our members to feel value and support 
from ACAMS and the chapter. 

Interviewed by: Karla Monterrosa-Yancey, 

CAMS, editor-in-chief, ACAMS, Miami, FL, 

USA, editor@acams.org

Top Row – Jennie Sosniecki, CAMS, Matt Johnson, CAMS, Michael Moore, CAMS, Ryan Montgomery, Tim Charbonneau, James Cummans, CAMS, Kiren Schulte, CAMS, 
Bottom Row – Jen McGarry, CAMS, Jessica Baglo, Kami Belchak, Sandra (Sande) Bayer, CAMS.

Attendees at a learning event include AML professionals, regulators and law enforcement.
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The world of virtual currencies has 
been changing at Internet speed over 
the last six months, since ACAMS 

Today published an article about Bitcoin and 
the implications for anti-money laundering 
compliance in its March–May 2013 issue.

The catalysts

While the previous ACAMS Today article was 
being written, the European Central Bank 
(ECB) was busy issuing a report examining 
the current and future potential impact of 
virtual currencies on national economies, 
regulators and consumers.1 The ECB report, 
in addition to categorizing the different types 
of virtual currency, profiles the two most 
prominent virtual currencies, Bitcoin and 
Linden Dollars. 

Perhaps the most notable part of the report, 
however, is its final sentence:

Given that the current assessment of risks is 

highly dependent on relatively small-sized 

virtual currency schemes, the assumption 

that virtual currency schemes will continue 

to grow means that a periodical examina-

tion of the developments is needed in order 

to reassess the risks.

This statement is both a confirmation of 
one of conclusions of the previous article 
in ACAMS Today, as well as a call to arms 
to maintain vigilance before any impact of 
virtual currency economies on traditional 
national economies spirals beyond the ability 
of regulators to exert effective control, 
should the need arise.

Then, within weeks after the publication of 
the previous article about Bitcoin in ACAMS 

Today, the U.S. Department of Treasury’s 
Financial Crime Enforcement Network 
(FinCEN) issued regulatory guidance on 

applying AML regulations to those who use, 
administer or exchange virtual currencies,2 

noting in the very first paragraph:

A user of virtual currency is not an MSB 

under FinCEN’s regulations and therefore is 

not subject to MSB registration, reporting, 

and recordkeeping regulations. However, 

an administrator or exchanger is an MSB 

under FinCEN’s regulations, specifically, a 

money transmitter, unless a limitation to 

or exemption from the definition applies to 

the person. An administrator or exchanger 

is not a provider or seller of prepaid access, 

or a dealer in foreign exchange, under 

FinCEN’s regulations.

The consequences

The impact of FinCEN’s guidance on Bitcoin 
was swift and dramatic. The price of the 
currency spiked to a peak of approximately 
US$266 per coin (in contrast to the US$15 
price quoted in ACAMS Today and US$30 
price at the time of publication). The price 
ultimately collapsed to about US$105 soon 
after due to system problems with Mt. Gox, 
the largest Bitcoin currency exchange, 
related to its inability to keep up with the 
trading volume. However, as this article is 
being written, the price is still around US$95, 
or over three times the price less than six 
months earlier. Why the price remains at 
an elevated level remains unclear. It is a 
likely due to a combination of greater visi-
bility of the virtual currency, the allure of 
its anonymity features and the attraction of 
something vaguely illicit, if not illegal.

U.S. regulators, meanwhile, practiced what 
they preached. In May, the Department of 
Homeland Security seized Mt. Gox’s account 
with the Dwolla payment service3 because the 
exchange company had failed to register with 
FinCEN as a money services business (MSB).4 

Less than two weeks later, Liberty Reserve, 
a Costa Rica-based virtual currency 
network, was seized and its owners were 
indicted for helping its over 200,000 
users launder over US$6 billion during its 
seven year history.5 Like Bitcoin, Liberty 
Reserve’s allure was the anonymity of its 
users and transactions.

Most radically, at the end of July, the Bank of 
Thailand made the purchase, sale and use of 
Bitcoins illegal.6 

For every action, however, there is an equal 
and opposite reaction. Toward the end of 
June, Mt. Gox registered as an MSB with 
FinCEN.7 As news of this got out, it caused 
some flight from Bitcoins, as the price dipped 
from over US$100 per coin to about US$70 in 
the two weeks after the registration. The price 
has stabilized since this drop.8 It is likely that 
having Mt. Gox’s dollar transactions, which, 
according to the firm’s web site, comprises 80 
percent of Bitcoin trade, subject to the prying 
eyes of U.S. regulators made the currency 
less valuable to both currency speculators 
and potential users drawn by the anonymity 
of the Bitcoin blockchain. 

In addition, at the end of July, Finextra 
reported that a number of virtual currency 
operators, including BitPay, Hub Culture 
and Yoyocard, have been discussing creating 
a self-regulatory body called Digital Asset 
Transfer Authority (Data).9 The group’s 
stated goals are “promote the prudent, 
responsible development of emerging 
payment networks, establish common rules 
to protect users, and work as a liaison among 
businesses, customers and public officials.” 

1 “Virtual Currency Schemes”, European Central Bank, October 2012, 24 July 2013 <http://www.ecb.int/pub/pdf/other/virtualcurrencyschemes201210en.pdf>
2 “Application of FinCEN’s Regulations to Persons Administering, Exchanging, or Using Virtual Currencies”, Financial Crimes Enforcement Network, 18 March 2013, 24 July 2013 

<http://fincen.gov/statutes_regs/guidance/pdf/FIN-2013-G001.pdf>
3 “Dwolla”, Dwolla, n.d., July 24, 2013 <https://www.dwolla.com/>
4 Kashmir Hill,”The Feds Are Cracking Down On Mt. Gox (Not On Bitcoin)”, Forbes, 15 May 2013, 24 July 2013 <http://www.forbes.com/sites/kashmirhill/2013/05/15/the-feds-are-

cracking-down-on-mt-gox-not-on-bitcoin/>
5 Dominic Rushe, “US prosecutors: Liberty Reserve ran $6bn money-laundering scheme”, The Guardian, 28 May 2013, 24 July 2013 <http://www.guardian.co.uk/business/2013/

may/28/liberty-reserve-accused-money-laundering>
6 “Exchange claims Thailand has outlawed bitcoin”, Finextra, 30 July 2013, 30 July 2013 <http://www.finextra.com/News/FullStory.aspx?newsitemid=25066 >
7 Jeremy Bonney, “Mt. Gox registers with FinCEN as a money services business”, CoinDesk, 29 June 2013, 24 July 2013 <http://www.coindesk.com/mt-gox-registers-with-fincen-as-a-

money-services-business/>
8 “Bitcoin Charts / Markets”, bitcoin charts, n.d., 24 July 2013 <http://bitcoincharts.com/markets/>
9 “Virtual currency industry preps self-regulatory organisation”, Finextra, 30 July 2013, 30 July 2013 <http://www.finextra.com/News/FullStory.aspx?newsitemid=25069>

A Bitcoin further down the road
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Data intends to develop “technical stan-
dards and best practices intended to prevent 
money laundering and ensure compliance 
with applicable laws.”

A wildcard

In June, U.S. President Obama issued Execu-
tive Order 13645,10 which permits the United 
States to sanction foreign financial institu-
tions who:

(i) knowingly conducted or facilitated 

any significant transaction related to 

the purchase or sale of Iranian rials or a 

derivative, swap, future, forward, or other 

similar contract whose value is based on 

the exchange rate of the Iranian rial; or (ii) 

maintained significant funds or accounts 

outside the territory of Iran denominated 

in the Iranian rial.

While this may seem to have no common-
ality with virtual currencies, this new sanc-
tion represents the first time that the United 
States is extending its oversight to currencies 
other than its own. Although it is, in some 
respect, an extension of previous sanctions 
placed on purchases by foreign governments 
of Iranian petroleum products, it opens up 
additional possibilities for new regulatory 
responses in relation to virtual currencies. 

Next steps outside the United States

It is reasonable to expect that FinCEN’s regu-
lation of virtual currencies will be mirrored 
around the world. In the short run, there are 
two sets of jurisdictions that are likely to 
enact new regulations. 

While it is part of the European Union, the 
United Kingdom is not part of the euro-
zone. As such, it has more freedom to act 
independently to issue new regulations 
and more leverage to give them teeth. In a 
similar fashion, it is likely that FINTRAC 
in Canada, and AUSTRAC in Australia 
will issue similar restrictions in the name 
of restricting financial system access to 
Iranian and terrorist financiers. 

It is also likely that the United States will 
look to influence leaders of Latin American 
countries that are major sources of and way 
stations for the narcotics trade to restrict the 
use of virtual currencies within their econo-
mies. Look for new regulation of Bitcoin and 
its brethren in Mexico, Colombia and, less 
likely, Bolivia.

Thailand’s recent action brings up an inter-
esting possibility: Will there be a rash of 
“Ban the Bitcoin” actions around the world? 
Certainly, it’s low-hanging fruit. On the other 
hand, it’s unlikely to deter criminals, who will 
just find another virtual currency to abuse, 
and will only truly inhibit legitimate low-value 
commerce — exactly the opposite of the 
desired effect. While such a ban would address 
some of the other potential deleterious 
effects of virtual economies, like the crowd-
ing-out effect that virtual currency commerce 
could have on the national currency- 
based economy, none of the current virtual 
currencies currently have the scale to effect 
national economies on a macro scale.

In the long run, transnational and interna-
tional bodies are likely to address the risks of 
virtual currency-based money laundering and 
terrorist financing. Due to the longer time to 
implement such changes, it is conceivable 
that individual governments will implement 
new regulations, rather than waiting for an 
EU 5th Money Laundering Directive or new 
recommendations from the Financial Action 
Task Force (FATF) or the Wolfsberg Group.

Next steps for FinCEN and OFAC

The United States has a number of options 
for further ratcheting up the pressure on 
those who abuse virtual currencies. While 
Mt. Gox’s registration with FinCEN may have 
lessened the impetus for further regulation, 
shifting of Bitcoin traffic to other exchangers, 
other national and international currencies 
instead of the U.S. dollar, or to other virtual 
currencies may require additional measures 
in the future. Which of those additional 
regulations is actually enacted depends 
on whether the focus of U.S. regulators is 
combating money laundering, or in further 
inhibiting the activities of already-sanctioned 
individuals who would be likely to use virtual 
currencies in their schemes.

The most limited enhancement to regulation 
would be for the Office of Foreign Assets 
Control (OFAC) sanctions on Iran, transna-
tional criminal organization (TCOs) and/or 
narcotics traffickers to be extended to bar 
transactions in specified virtual currencies to 
those on the Specially Designated Nationals 
(SDN) List for those sanctions programs. The 
recent sanctioning of transactions denomi-
nated in the Iranian rial sets a precedent for 
such an action. By limiting the sanctions to 

dealings with those who are already sanc-
tioned, OFAC would not inhibit legitimate 
commerce in virtual currencies.

Another, more far-reaching step that could 
be taken is in FinCEN’s court. It is within the 
limits of current regulation for financial orga-
nizations that deal in virtual currencies to be 
designated as institutions of primary money 
laundering concern (PMLC) under Section 
311 of the USA PATRIOT ACT. 

In similar fashion, financial organizations 
that transact in virtual currencies could be 
sanctioned by enacting new regulations that 
contain sanctions similar to those in the Iran 
Sanctions Act of 1996 (ISA), most notably 
the foreign exchange and banking trans-
action sanctions. Should these measures 
not prove onerous enough, those who dealt 
virtual currencies to those on OFAC’s SDN 
List could find themselves on that list them-
selves, as facilitators of sanctioned activity 
or evasion of sanctions regulations.

Next steps for money launderers?

Do these potential turning of the regulatory 
screws mean that virtual currencies’ days as 
money laundering vehicles are numbered? 
Perhaps not.

Consider that the goal of money laundering 
is to obscure — whether it is the source of 
funds or the beneficial owners of assets. Who 
is to say that there isn’t a way to reasonably 
make a virtual currency look like something 
that isn’t a currency?

Say, for example, that, instead of exchanging 
euros for Bitcoins, one bought shares in 
Bitcoin LLC, or “invested” in a Kickstart-
er-like venture. Once a person made their 
original purchase, the shares or investment 
could be “sold” to other shareholders at a 
mutually-agreeable price, regardless of their 
nominal value. Are the ownership stakes a 
virtual currency and thus subject to AML 
oversight, or are they not?

In that regard, Bitcoin and Liberty Reserve 
were victims of their transparency as virtual 
currency systems. One day, we may look 
back at 2013 as merely the first, easy round 
of a perpetual game of electronic Whack-
a-Mole, where the little critters seem to get 
more numerous and seem to pop and disap-
pear increasingly frequently. 

Eric A. Sohn, CAMS, principal engagement 

manager, BankersAccuity, Skokie, IL, USA, 

eric.sohn@BankersAccuity.com

10 Barack Obama, “Authorizing the Implementation of Certain Sanctions Set Forth in the Iran Freedom and Counter-Proliferation Act of 2012 and Additional Sanctions With Respect To 
Iran”, Federal Register, 3 June 2013, 24 July 2013 <http://www.treasury.gov/resource-center/sanctions/Programs/Documents/13645.pdf>
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FRAUD ANALYTICS: 
Strategies and methods  
for detection and prevention

L ooking for less theory and more 
hands-on methods for finding and 
flinging fraud from your business? 

Packed with countless software options 
and helpful tools, fraud analytics is the 
ultimate guide, with proven fraud detec-
tion and prevention strategies to get you 
started. Fraud analytics presents an effective 
approach to fraud detection that discovers 
unusual patterns, identifies masses of red 
flags, and aligns trends. 

The following is an excerpt of the highly 

acclaimed Fraud Analytics: Strategies and 

Methods for Detection and Prevention.1 A 

must-read for those in the private sector, 

academia and government.

Fraud analytics has become the emerging 
tool of the twenty-first century as it relates to 
detecting anomalies, red flags, and patterns 
within voluminous amounts of data that is 
sometimes quite challenging to analyze. The 
use of fraud analytic tools does not have to 
be complex to be effective. The techniques of 
criminals, and fraudsters, and their shenan-
igans are savvier due to technology and the 
means in which they use to hide fraudulent 
activities. While technology has played a role 
in increasing the opportunities to commit 
fraud, the good news is that it can also play 
a key role in developing new methods that 
can be used to detect and prevent fraud. In 
the past, a spreadsheet was the master of 
fraud analytics. However, a new revolution 
has taken us by force — new strategies, data 
mining techniques and powerful new soft-
ware are constantly evolving.

Fraud analytics is used in auditing, detec-
tion and prevention. Fraud analytics depicts 
the elements of analysis that are used in 
today’s fraud examinations and financial 
crimes investigations. It presents an effective 
approach to fraud detection that discovers 
unusual patterns, identifies masses of red 

flags and aligns trends. What specifically is 
fraud analytics and how does it apply to the 
masses of fraud that often appear in media 
outlets, major newspapers and the like? 
Fraud analytics is a way of life. The fraud 
analytical theory exposes itself to the intri-
cate details of discovery.

The actual analysis relies on the critical 
thinking skills of the fraud examiners or 
analyst’s ability to integrate the output of 
these diverse methodologies into a cohesive 
actionable analysis product. The results of 
any fraud analysis or financial analysis should 
be easy to understand, clear and concise and 
easily transferrable to others involved in 
the case. Accurate identification is the most 
critical step in the fraud analysis process. It 
can positively impact detection, recommen-
dations and resolutions. Fraud analytics 
imposes itself on the latest techniques where 
the application of varying tools can assist in 
detecting and preventing. (ACL Analytics 

10, CaseWare IDEA, Raytheon’s Visua-

Links Analytics, Actionable Intelligence 

Technology FIS, SAS Visual Analytics, 

Fiserv Fraud Risk Manager, Palantir, and 

Centrifuge Analytics)

A few of the techniques that fraud analytics 
is readily used for are the following:

• Link Association Analysis

• Financial Analysis

• Commodity Flow Analysis

• Net Worth Analysis

• Digital Analysis 

• Threat Analysis

• Social Trend Analysis

• Event Flow Analysis

• Telephone Link Analysis

• Predictive Analysis (Modeling)

The objective of fraud analysis is to 
develop the most precise and valid infer-
ence possible from whatever information is 
available. The advantage of fraud analytics 
relies on anomalies. Within fraud analytics, 
anomalies are unintentional and will be 
found throughout the data set; fraud itself, 
however, is intentional.

Since the inception of fraud analytics, several 
methods have been used to assist in fraud 
detection and prevention. The first concerns 
accounting anomalies, internal control weak-
nesses, analytical anomalies, extravagant life-
styles, unusual behaviors, and complaints via 
ethics hotlines. With this perspective, keep in 
mind, that it is the examination and processing 
of information that results in the development 
of recognizable trends and patterns. Fraud 

analytics is an entity of its own. It covers 
a multitude of industries and can be used 
from the most complex and complicated to 
the simplest of fraud examinations, financial 

Accurate identification  
is the most critical  
step in the fraud  
analysis process 

1 http://www.wiley.com/WileyCDA/WileyTitle/productCd-111823068X,descCd-description.html
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investigations and audits. No one technique is 
better than the other; they are all useful and 
much-needed tools.

A proactive approach to fraud analytics is the 
only way to stifle and to lessen the effect of 
fraudulent activities, which are at an all-time 
high in numbers and schemes. Aside from the 
security provided to customers, the amount 
of money saved by organizations is large 
considering the financial payoff of imple-
menting a fraud analytics solution. Fraud 
analytics is not only used in law enforcement, 
the private sector has taken hold of its reigns 
and with all honesty they may have surpassed 
law enforcement in using the technique. 

More law enforcement and private compa-
nies are finding and integrating fraud 
analytics within their everyday regime 
when working on investigations or merely 
conducting forensic accounting techniques. 
Fraud analytics is no different from any other 
source of analytics that has been used in the 
previous forms. A plethora of analysis strate-
gies can be applied to detect the same anom-
alies; but fraud analytics has presented an 
innovative and forceful tool kit that is pack-
aged in many formats.

Fraud analytics offers a sophisticated and 
savvy way to detect potential fraudulent 
activities before they occur. Data ware-
houses collect financial-based information 
and create what-if scenarios to identify how 
external factors and market changes affect 
sales, product mix and operations. These 
same technologies can be used to gather 
information and use the same type of predic-
tive analytics techniques to identify suspi-
cious patterns. 

The tools available today enable us to 
analyze and collect information in a method-
ical, calculated manner. Fraud analytics has 
the capability to identify subsets of raw data, 
clean data, gather, and decipher all poten-
tially relevant information. When one has 
to decipher the trends in the data and find 
patterns of usage and discrepancies to clas-
sify potential fraudulent activity, this capa-
bility becomes important.

It has been said that the responsibility to 
combat fraud lies on the auspices of one’s 
organization. Although fraud examiners 
and many other professionals can take the 
necessary precautions to protect them-
selves against fraud, we need to make a 
concerted effort to educate the masses on 
what they can and should do to protect 
themselves from such nefarious acts. The 

cost of fraud can be astronomical in terms 
of financial loss and security breaches. With 
varied uses of fraud analytics, organizations 
can identify suspicious behavior and patterns 
before fraudulent activities occur.

Financial and intelligence analytics are 
designed to find patterns, associations 
and trends within data that people would 
not easily recognize. The same is true of 
fraud analytics, the recognition of patterns 
identifying potential fraudulent behavior 
represent the inception, not the end, of the 
analytical process. 

The main difference between the use of fraud 
analytics and other applications of analytics 
is methodology. By implementing a solution 
to combat fraud, organizations are taking the 
first step toward a proactive approach. 

Delena D. Spann, MSc, CFE, CCA is employed 

by the United States Secret Service assigned 

to the Electronic & Financial Crimes Task 

Force where she serves as the financial anal-

ysis expert and conducts financial fraud 

analysis and examinations to detect the red 

flags, anomalies and patterns in financial 

crimes investigations.
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Money laundering, terrorist 
financing and fraud pose an 
increasing threat to the integ-

rity of the world’s financial systems. The 
Bank Secrecy Act (BSA) of 1970, sometimes 
referred to as the anti-money laundering 
(AML) law, requires financial institutions in 
the United States to assist U.S. government 
agencies in the detection and prevention of 
money laundering by keeping records of cash 
purchases of negotiable instruments, filing 
reports on purchases of ten thousand dollars 
or more and reporting suspicious activity 
that might signify money laundering, tax 
evasion or other financial crime. Financial 
institutions must demonstrate that:

• they have implemented internal controls 
for BSA compliance

• there is independent testing to verify 
compliance

• there is a designated person(s) respon-
sible for BSA compliance

• they provide adequate AML training for 
staff

Portions of the BSA were amended in 2001 
under Title III of the USA PATRIOT Act to 
facilitate the prevention and detection of 
international money laundering and terrorist 
financing and the prosecution of perpe-
trators. Financial institutions active in the 
United States or transacting business in U.S. 
dollars are impacted by provisions of the 
USA PATRIOT Act that mandate adequate 
anti-money laundering and customer identi-
fication processes. The law requires financial 
institutions to develop a Customer Identifi-
cation Program (CIP) appropriate to the size 

and type of its business. The CIP must be 
incorporated into a bank’s BSA/AML compli-
ance program. 

The global nature of financial and commu-
nication networks and the ease with which 
they can be used as a pipeline for illicit 
activities make worldwide collaboration an 
essential strategy for combating financial 
crime. Internationally, the Financial Action 
Task Force Recommendations, Wolfsberg 
Principles, EU Money Laundering Directives 
and the UNODC are indicative of the cooper-
ative effort to create a broad network of AML 
regulatory provisions and policies. 

New challenges face the global community 
following events such as the Arab Spring 
uprisings of 2011, the tightening of sanctions 
against Iran and the persistent evasion of 
current AML/CTF processes by drug cartels 
and corrupt political officials. Financial insti-
tutions must reinforce their fight against 
money laundering and terrorist financing 
by implementing tougher controls and 
expanding international cooperation while 
remaining compliant in a rapidly evolving 
regulatory environment. 

The changing BSA/AML regulatory 
landscape

Regulators around the globe are responding 
to criticism of failed oversight of financial 
institutions with a newly energized focus 
on anti-money laundering and related risk. 
The recent spate of regulatory enforce-
ment actions, significantly higher fines and 
massive media attention given high-profile 
cases like HSBC have bolstered institutions’ 
AML efforts in 2013. 

The Office of the Comptroller of the Curren-
cy’s Semiannual Risk Perspective report 
issued in June 2013 stated that BSA/AML 
threats are increasing as a result of changing 
methods of money laundering and an 
increase in the volume and sophistication of 
electronic banking fraud, while compliance 
programs are failing to evolve or incorpo-
rate appropriate controls into new products 
and services. 

Enforcement actions by the Department of 
Justice and the Securities and Exchange 
Commission (SEC) for insufficient due dili-
gence on international business partners 
have pointed to several common problems: 

• lack of timely and sufficient due diligence
• inadequate verification of information 

provided
• ignoring red flags that have been identified

Leveraging the media attention, both the 
Financial Crimes Enforcement Network 
(FinCEN) and the SEC announced plans to 
introduce new proposals for more proactive 
AML measures for broker-dealers and invest-
ment advisors. FINRA also indicated that its 
examination priorities would focus on AML, 
citing specific concerns with the level of due 
diligence on foreign bond currency conver-
sion transactions.

Early this year, the European Commis-
sion announced the Fourth AML Directive 
intended to prevent money laundering and 
terrorist financing by strengthening AML 
rules in the EU. In addition, a new entrant 
into the AML arena, The Basel Committee 
on Banking Supervision, is proposing 
requirements for banks to include AML in 



 ACAMS TODAY | SEPTEMBER–NOVEMBER 2013 | ACAMS.ORG | ACAMSTODAY.ORG  21

AML CHALLENGES

their enterprise-wide risk management. The 
committee also refers back to the Finan-
cial Action Task Force’s global AML stan-
dards issued in 2012 and more recently 
issued guidelines. As further evidence of 
the worldwide focus on AML, the UK Finan-
cial Conduct Authority, Hong Kong Money 
Authority, New Zealand’s Reserve Bank and 
Department of Internal Affairs and Financial 
Markets Authority have all ramped up their 
supervision by placing greater emphasis on 
AML risks. 

The Federal Reserve Board recently demon-
strated just how far the regulators are 
willing to go when they delayed the planned 
merger of a New York-based institution 
due to alleged shortcomings in their BSA/
AML compliance program. Under a written 
agreement with the Federal Reserve Bank of 
New York, corrective action was mandated 
to include a revised firm-wide written BSA/
AML compliance program, a revised written 
customer due diligence program, a written 
suspicious activity monitoring and reporting 
program and a six month suspicious activity 
look-back review.

Shortcomings in the current approach to 
KYC/CDD/EDD 

Know Your Customer (KYC) and related 
due diligence activities are the foundation 
of a sound BSA/AML program. Financial 
institutions and other regulated companies 
are obliged to verify the identity of their 
customers at account opening, assess their 
customer risk, conduct ongoing due dili-
gence of high-risk customers and monitor 
transactions to detect and report suspicious 
activity. Although the regulatory require-
ments are fairly clear, organizations are left 
to their own devices when it comes to the 
details of setting up effective AML programs 
and selecting the systems and tools to 
facilitate the labor-intensive processes for 
KYC, Customer Due Diligence (CDD) and 
Enhanced Due Diligence (EDD). 

When sharing observations of industry issues 
at a recent ACAMS conference, representa-
tives from the Office of the Superintendent 
of Financial Institutions (OSFI) presented 
their risk management expectations while 
contrasting what they actually see. EDD 
was of particular interest to these regulators 
after repeated examination findings showed 
EDD looking very much like standard due 
diligence. Their directive indicated that EDD 

measures should be clearly distinguishable 
from baseline CDD. Based on their findings, 
they issued the following recommendations:

• Design EDD to ensure more attention 
is paid to higher risk customers and the 
attention is commensurate with the risk 
level

• Build an enterprise-wide risk assessment 
methodology and EDD approach across 
all business lines for consistent and appro-
priate identification and monitoring of 
high-risk clients 

• Perform enhanced monitoring not only at 
point of sale/account opening but also at 
the transaction level

• Ensure that EDD measures apply to all 
high-risk situations and that they address 
and mitigate the risk factors identified

• Update customer information and changes 
to products, etc. in a timely fashion

• Implement effective CAMLO oversight.

Regulatory standards call for a risk-based 
approach that is appropriate to an institu-
tion’s business. However, more often than 
not, risk is viewed as a static, point-in-time 
snapshot rather than a dynamic activity. 
Although regulatory guidelines address 
ongoing due diligence and adjustments to 
risk assessments based on changes in a 
customer’s account profile and transactions, 
this is not the same as dynamic risk manage-
ment. There is a disconnect with the real 
world of continual risk which begs the need 
for a dynamic risk model and the technology 
that can support it. 

Due diligence redefined

To redefine due diligence, one must consider 
the dynamically changing global environment 
in which individuals and entities operate, 
the relevance of their social network or six 
degrees of separation and the nature and 
frequency of any related negative media. 

The traditional buckets of high, medium or 
low risk customers present a one-dimen-
sional view with no further differentiation 
on degrees of risk. A more accurate view 
and ranking of risk can be determined by 
analyzing an individual profile in conjunc-
tion with its social network (who they are 
linked to) and any negative media direct or 
through links. This methodology assigns a 
value to measure the degree of risk, making 
it much easier to identify and focus on the 
highest risk first. For example, in a risk-
based approach using typical assessment 
criteria only (products, geography, historical 

transaction amounts), a customer may be 
categorized as low risk when, in reality, once 
their links and newsworthiness are factored 
in they present a greater exposure to risk. 

It becomes difficult, if not impossible, to stay 
ahead of the bad guys in an environment 
where sanctions, PEPs, news and other web 
information change constantly. Dynamic risk 
management calls for technical solutions that 
employ a daily surveillance model; however, 
finding the optimal balance of risk mitigation 
and alert management can be problematic. 
Introducing a classification or prioritization 
hierarchy into the screening technology 
orders alerts by risk and accuracy of the 
match. This provides a transparent frame-
work from which thresholds can then be 
drawn based on an institution’s requirements 
of what matches to review and in what order 
to review them. 

Taking the first step forward

Globally, regulators and governments will 
continue to remain active in clamping down 
on AML failings. Institutions must now 
re-evaluate their programs and shore up any 
weaknesses. They can start the process by:

• Understanding the benefits of a shift from 
static to dynamic risk management

• Completing a cost/benefit analysis to 
assess the viability of keeping legacy 
systems and processes

• Exploring hosting alternatives to address 
budget and resource constraints

• Considering a principles-based versus 
rules-based methodology for entity reso-
lution

• Implementing solutions that provide a 
more granular and interconnected view 
of risk with features for link analysis, link 
monitoring and news monitoring.

In a recent industry survey on the global cost 
of AML compliance, 66 percent of the 284 
respondents in 46 countries saw an increase 
in their AML and OFAC compliance budgets 
over the last three years.¹ The option exists 
to continue spending money supporting 
traditional approaches with known gaps and 
shortcomings or to explore new methodolo-
gies that strengthen due diligence programs 
by identifying and prioritizing enterprise risk 
on a daily basis. 

Carol Stabile, CAMS, senior business 

manager, Safe Banking Systems LLC, 

Mineola, NY, USA, carol.stabile@safe-

banking.com

¹ Veris Consulting, Inc. (2013). The global cost of anti-money laundering compliance [PDF file]: http://www.verisconsulting.com.
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This is the true and compelling real-life 
story of a Bank Secrecy Act (BSA) 
and bank compliance officer. She 

had been recently hired by a small commu-
nity bank. Shortly into her tenure at the 
bank, she realized something was seriously 
wrong. The compliance officer determined 
that the bank was processing an inordinate 
amount of transactions per month; well in 
excess of what a bank that size should have 
been handling. She learned that the bank 
was dealing with third-party processors and 
subsequently found out that the third-party 
processor’s transactions were on behalf of 
Internet poker companies. The compliance 
officer knew this activity was illegal. She 
went to the bank president and other exec-
utives to attempt to exit the business rela-
tionships and file suspicious activity reports 
(SARs). Although the compliance officer 
continuously attempted to do the right thing, 
she was constantly rebuffed or misled. 

What became apparent was that the tone at 
the top was not compliance friendly. Regard-
less of how dedicated and committed to 
doing the right thing a compliance profes-
sional is, if executive management does not 
adhere to a culture of compliance and exhibit 
the proper tone at the top, the compliance 
function is destined to fail. For approxi-
mately one year, the cultural conflict played 
out until state regulators closed the bank.

During that year, as the gripping story 
unfolded, the compliance officer experienced 
stress, sleeplessness, intimidation, guilt and 
fear for her safety. In addition, she incurred 
legal expenses to retain a lawyer. Despite her 
distress, she continued to try to do the right 
thing. As things progressed, the compliance 
officer cooperated with law enforcement and 
regulatory authorities. 

Background

This saga contained various backstories 
involving a number of colorful characters. 
The law enforcement investigation began 
as an organized crime investigation into 
gambling. Organized crime led investigators 
to information regarding offshore payment 
processing in Costa Rica. Investigation led 
to third-party processing; processing for a 
range of illicit activities including gambling 
on Internet poker. Most banks would not 
wittingly service Internet poker companies. 
Third-party processors relied on shell and 
shelf companies, nominees, and other mech-
anisms to create the appearance that funds 
were being moved for legal and innocuous 
activities and not for illicit purposes. 

The focus of this case study is on third-
party processors working with an insider at 
SunFirst Bank to process transactions for 
PokerStars and Full Tilt Poker. Develop-
ments in the multi-faceted investigation led 
the FBI to SunFirst Bank, a small community 
bank located in St. George, Utah. 

The most important player in this aspect of 
the case is Cathy Scharf, the BSA and bank 

compliance officer at SunFirst Bank. Her 
commitment to her compliance responsi-
bilities is a demonstration of “courage in 
compliance.”

Cathy Scharf is a Certified Anti-Money Laun-
dering Specialist. She has over 25 years of 
experience in the financial services industry. 
Cathy joined SunFirst Bank as the BSA and 
bank compliance officer in 2010. She served 
in that position until 2011, when the bank 
was closed by state regulators. Cathy tried 
repeatedly to take action against illegal 
Internet account holders at the bank. She 
wanted to exit those relationships and file 
SARs. She was continuously rebuffed by 
bank officials, including John Campos, vice 
chairman of the board of directors and part 
owner. This experience took a personal and 
emotional toll on Cathy. 

Law enforcement conducted a long term 
investigation, which was initiated based on 
wiretaps conducted by the Rockland County, 
New York Sheriff’s office. The case was 
referred to the Federal Bureau of Investiga-
tion (FBI) based on organized crime impli-
cations. The FBI was assisted by Homeland 
Security Investigations (HSI) and the New 
York High Intensity Financial Crimes Area 
(HIFCA) task force. The investigation started 
as an organized crime case that evolved into 
an investigation of money going into illegal 
Internet gambling. The government dedi-
cated considerable time and resources to 
this investigation. The investigation involved 
three waves of indictments, the first focused 
on organized crime; the second on payment 
processors; and the third on poker compa-
nies. SunFirst Bank was one of about 12 
banks involved in the payment process. 

What became apparent  
was that the tone at  

the top was not  
compliance friendly 
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Law enforcement sources described SunFirst 
Bank’s processing activity as blatantly unrea-
sonable considering its size. The poker 
companies, through third-party processors, 
were able to exploit the fact that SunFirst 
Bank was undercapitalized and required an 
infusion of funds. Law enforcement sources 
advised that this was a multi-dimensional 
long term investigation that led to many 
subjects. Over the course of time, they 
required considerable information from U.S. 
banks. Law enforcement sources noted that 
they received outstanding cooperation from 
the U.S. banks with which they dealt.

Scheme to defraud

The scheme evolved based on the fact that 
banks were largely unwilling to process 
payments for illegal activity such as Internet 
gambling. PokerStars, Full Tilt Poker and 
Absolute Poker used fraudulent methods 
to avoid restrictions and receive billions 
of dollars from U.S. residents. Money 
received from U.S. gamblers was disguised 
as payments to hundreds of non-existent 
online merchants and other non-gambling 
businesses. The poker companies relied on 
highly compensated third-party processors 
through the creation of phony companies 

and web sites used to disguise payments to 
the poker companies. Poker companies and 
third-party processors conspired together to 
deceive banks.

Knowing that banks were not permitted 
to process payments related to Internet 
gambling, third-party processors established 
mechanisms to circumvent the law. They 
operated through deceptive means designed 
to trick U.S. banks into processing gambling 
transactions on behalf of Internet poker 
companies. Some of the mechanisms they 
used included:

• Fraudulent credit card processing, 
wherein the processors falsified transac-
tion codes

• Use of prepaid credit cards that were 
loaded with funds from credit cards

• Fraudulent e-check processing wherein 
transactions appeared to be non-gambling 
transactions through the creation of phony 
companies and web sites

When the poker companies lost substan-
tial money because e-check processing was 
frozen by and forfeited to law enforcement, 
the poker companies wanted processors to 

find “transparent” processing. This meant 
that the poker companies wanted the proces-
sors to find banks who knew they were 
processing online gambling proceeds and 
who were willing to facilitate this activity, 
although it was illegal. Processors found 
a few banks like SunFirst Bank who were 
facing serious financial difficulties and as a 
result agreed to accept the online gambling 
transactions. They referred to this as “trans-
parent” processing. 

The link between the online poker compa-
nies and SunFirst Bank began with Chad 
Elie. Chad was a third-party processor who 
processed transactions for PokerStars, Full 
Tilt Poker and Absolute Poker. He needed 
a bank he could work with as a transparent 
processor. Enter Jeremy Johnson. Jeremy 
was an alleged telemarketing fraudster who 
is still under investigation by the Federal 
Trade Commission (FTC). He met Chad Elie 
at an online marketing symposium in Las 
Vegas. Chad and Jeremy formed a processing 
company together, Elite Debit. Jeremy had a 
bank, SunFirst Bank. Employees of the bank 
used to joke that SunFirst Bank was “the 
bank of Jeremy Johnson.” SunFirst Bank 
was experiencing financial difficulties and 
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they enlisted Johnson to be an investor and 
part owner. Jeremy introduced Chad Elie 
to John Campos, vice chairman and part 
owner of SunFirst Bank. Elie promised to 
invest $10 million in the bank and to bring in 
millions of dollars through processing trans-
actions for the online poker companies. 
Campos agreed with “trepidations” about 
the gambling processing. 

SunFirst Bank was a beneficiary of the real 
estate boom in 2006 and subsequently a 
victim of the subprime mortgage crisis in 
2008. The bank found itself seriously under-
capitalized. In October 2009, the Federal 
Deposit Insurance Corporation (FDIC) 
ordered SunFirst Bank to increase its capital 
reserves by at least 11 percent. In December 
2009, following investments in the bank 
made by Johnson and Elie, the bank began 
processing Internet poker transactions. 
SunFirst Bank processed more than $200 
million in payments from PokerStars and Full 
Tilt Poker from December 2009 to November 
2010. Elie and Johnson paid John Campos 
what Campos described as a “bonus” of 
$20,000. The indictment handed down in this 
case described the payment to Campos as a 
“bribe.” State regulators shut down SunFirst 
Bank on November 4, 2011. 

April 15, 2011, was referred to as the poker 
world’s “Black Friday.” On that date, the 
U.S. Government seized the domains of the 
three largest online poker sites servicing the 
U.S. market, PokerStars, Full Tilt Poker and 
Absolute Poker. A number of indictments 

were handed down to founding members 
and executives responsible for the three 
online poker companies. John Campos and 
Chad Elie were also indicted and were subse-
quently convicted for their roles in using 
SunFirst bank to facilitate the processing 
of illegal gambling activity. Jeremy Johnson 
was not charged in this case. However, he 
was indicted as a result of the ongoing FTC 
case, involving his company I Works, in what 
has been described by the FTC as one of the 
largest and most intricate online marketing 
frauds ever perpetrated in the United States. 

Lessons learned

From the time she was hired as the BSA and 
bank compliance officer, in the summer of 
2010 until SunFirst bank was shut down in 
November 2011, Cathy Scharf dealt with 
the illegal processing of online poker trans-
actions as the bank’s compliance officer. 
By her own account, she was in the wrong 
place at the right time. Cathy repeatedly told 
the bank president and other executives that 
they had to exit customer relationships and 
file SARs. The president and other exec-
utives regularly made misrepresentations 
about addressing compliance issues. They 
continued to conduct business as usual. This 
clearly demonstrated that the tone at the 
top was poor and not compliance oriented. 
To Cathy’s credit, she remained undeterred 
and tried to perform her compliance duties 
and do the right thing. As the case unfolded, 
Cathy cooperated with authorities, despite 

attempts made to intimidate her by lawyers 
representing the bank. This case study 
demonstrates the importance of the BSA 
compliance officer and the compliance func-
tion. Compliance professionals are truly on 
the front line in the fight against fraud and 
money laundering. One of the strongest 
lessons learned was that if the tone at the top 
in an organization does not support a culture 
of compliance, the compliance function is 
in serious trouble. Doing the right thing can 
be challenging under good circumstances. 
Doing the right thing under bad circum-
stances can be a nightmare, as Cathy expe-
rienced. In the end, no matter how difficult, 
doing the right thing is always the proper 
course of action to take. 

When asked if confronted with a similar 
situation would she do the same thing again, 
Cathy responded unhesitatingly that she 
would, however she would do it differently. 
Among other things, Cathy would have 
spoken to authorities sooner; she would have 
convinced another bank employee, who also 
did the right thing, to go speak to authorities 
when she did; and she would have taken a 
different course of action regarding SARs. 

For standing up to a constant and stressful 
challenge regarding her compliance respon-
sibilities at SunFirst Bank, Cathy Scharf 
demonstrated “courage in compliance.” 

Dennis Lormel, CAMS, president and CEO, 

DML Associates, LLC, Lansdowne, VA, USA, 

dlormel@dmlassociatesllc.com
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I would like to begin by asking readers to 
conduct a brief visualization exercise. 
Read the following and then close your 

eyes and think of the first thing that comes 
to mind. 

Risk Assessment. 

For most, I am guessing the two simple words 
conjured images of risk formulas, controls, 
or the intoxicatingly popular heat map. 
After all, inherent risk less the effectiveness 
of mitigating controls equals residual risk. 
Written another way IR – CE = RR. Regard-
less of your preference, a simple formula 
does not a risk assessment make. For those 
who read risk assessment and imagine new 
product development, dynamic customer 
risk models, calibration of transaction moni-
toring scenarios or role based employee 
training — congratulations on your advanced 
risk assessment vision! If you would like to 
refine your vision even more, read on.

This article will go beyond traditional risk 
assessment mechanics in favor of practical, 
actionable and easily implemented best prac-
tices. After all, the true test of the efficacy 
of your risk assessments is not the birth of 
a green three on an XY axis or a menacing 
red sphere in the dreaded upper right quad-
rant of a heat map. Rather, efficacy will be 
determined by your methodology’s ability to 
withstand microscopic scrutiny; to serve as 
the foundation for a risk-based program that 
adapts to internal and external changes; to 
provide a reliable means for the institution 
to make effective decisions regarding human 
resources, capital and other allocations; and 
to provide assurance to key stakeholders 
regarding your organization’s risk manage-
ment practices. 

It would be fatuitous to write an article on 
risk assessments without acknowledging the 
guidance provided by the Federal Financial 
Institutions Bank Secrecy Act/Anti-Money 
Laundering Examination Manual (exam 
manual). The exam manual describes a 
two-step process including the development 
of risk categories (i.e., products, services, 
customers, entities, transactions and geo-
graphic locations) and the requirement to 
conduct a more detailed analysis of the data 
to better assess the risk within these catego-
ries.1 The exam manual also eloquently artic-
ulates its neutral position on the appropriate 

method and format, which leaves AML offi-
cers and risk practitioners to make sense of 
the remaining 417 pages. 

This article is divided into two parts. Part one 
focuses on the execution of the risk assess-
ment, while the second part provides exam-
ples of actions you can take to effectively 
leverage the risk assessment results across 
the enterprise. 

The first objective of the risk assessment is to 
identify the appropriate scope. Fortunately, 
the exam manual provides extensive guid-
ance on specific risk factors within each risk 
category. These include the always popular 
acronyms such as PEP, NRA, CIB, HIFCA, 
NBFI and RDC. However, how many risk 
factors does your risk universe include that 
are not set forth in the exam manual? 

Regrettably, when presented with a seem-
ingly straight forward two-step process and 
library of risks it is all too easy to lose sight of 
a risk assessment’s true objective. After all, 
the risk assessment establishes your orga-
nization’s risk profile and provides a mech-
anism for the development of appropriate 
risk management strategies. While knowing 
whether you have 6 or 14 PEPs under your 
roof is useful, there are “hidden” risk factors 
that also deserve your attention in combating 
money laundering. Therefore, a holistic risk 
universe should also consider control risk 
factors. Identified independently or through 
collaboration with a broader enterprise-wide 
risk function, control risk factors — not to 
be confused with controls themselves — are 
often at the root of AML program failures. 

Employee risk is one such risk factor and 
is at the heart of several recent high profile 
enforcement actions. For example, are 
controls in place to ensure a rogue account 
officer cannot override risk scores of the 
customer risk model you have worked so 
hard to develop and hopefully calibrate on an 
ongoing basis. 

Perhaps the most heavily debated risk 
assessment topic is the anatomy of the risk 
scoring engine. Inherent risk is generally 
defined as the “pure” risk that a particular 
requirement poses to an entity in the absence 
of any actions management might take to 
alter its likelihood and/or impact. Should a 
qualitative risk score give way to a quanti-
tative approach, and if so, what is the most 
appropriate numeric range; 1 through 5, or 
is 1 through 50 more appropriate? Perhaps 

inherent risk is best attacked through a 
multi-dimensional risk score that takes 
into consideration impact and likelihood? 
Regardless of the approach selected, the 
critical success factor in developing the risk 
engine lies in establishing clearly defined and 
documented explanation of each risk level. 
For example, a range of 1 to 50 could be ideal 
so long as the difference between a risk score 
of 27 and 28 is clearly delineated. This delin-
eation should also go beyond the severity of 
adjectives in risk statements, for example 
highly likely vs. somewhat likely and include 
quantifiable data. This brings us to our next 
pain point — data, data, data!

The role data plays in the risk assessment 
process cannot be overstated. Data provides 
the foundation upon which to base risk deci-
sions. Implementing a robust data support 

role includes developing an inventory of 
where data resides across the organization, 
understanding how data is collected, stored 
and updated and conducting periodic testing 
to ensure its accuracy. Once this process is 
complete, a comprehensive key risk indicator 
(KRI) library should be developed. Your orga-
nization’s risk profile is subject to change 
every day you are in business and KRIs 
provide key stakeholders with a measure to 
monitor ongoing risk and identify potential 
vulnerabilities in their control environment. 
An example of AML KRIs include, but is 
certainly not limited to, the number of high-
risk customers, type and volume of transac-
tions, investigation escalation percentages, 
SAR volumes and employee turnover. 

No risk assessment article would be 
complete without a discussion on controls. 
Controls and their associated control score, 
act as the fulcrum between inherent and 

Data provides the  
foundation upon which  
to base risk deci sions

1 The FFIEC’s 2010 Bank Secrecy Act/ Anti-Money Laundering Examination Manual Risk Assessment — Overview page 22
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residual risk. Traditionally, risk assessments 
involve making a control design effective-
ness decision that does not include a more 
detailed operating test effectiveness. Never-
theless, understanding your control environ-
ment should involve the use of multiple data 
points to ensure the most accurate design 
effectiveness assessment possible. Control 
data point should include control type auto-
mated versus manual and control focus 
preventative vs. detective. These classifica-
tions, while useful, are not sufficient when 
used in isolation, and should thus be lever-
aged holistically. For example, the robust 
preventative and automated transaction plat-
form is certainly a must but what if installa-
tion occurred last week? This introduces the 
concept control maturity. Control use and 
control review are among a dozen or more 
additional factors that can assist with making 
a more educated control design effectiveness 
decision and serve as the roadmap upon 
which to develop a control testing plan. 

Last, but certainly not least, we arrive at 
residual risk. Residual risk is the remaining 
risk after management has taken action to 
alter inherent risk through the implemen-
tation of controls. However, identifying 
residual risk must be viewed as the end of 
the beginning rather than the beginning of 
the end, as much work is left to be done 
once the heat map is in hand. Regardless of 
whether a residual risk score is automati-
cally derived based on control design effec-
tiveness or manually calculated through a 
thorough management review practice, the 
residual risk profile should become the play-
book for integrating risk assessment results 
into the organization’s business practices. 

Before we dive into part two it is important to 
note that in the time it has taken you to arrive 
at this paragraph your organization’s AML 
risk profile has changed. Customers have 
been onboarded, correspondent banks have 
processed transactions, cash has changed 
hands and changes to staffing may have 
occurred. Organizations are well advised 
to proactively assess their risk through the 
use of the aforementioned KRIs as well as a 
robust interim risk assessment process. 

An interim risk assessment process should 
touch major lines of business and include 
an evaluation of potential red flags such as 
violations or non-compliance with regula-
tions and policies, department or business 

line metrics including vacancies and turn-
over, and changes to product offerings, 
risk models, third party relationships and 
department systems. This process is easily 
implemented through a formal checklist. The 
result of this evaluation provides manage-
ment with a tool for identifying the need 
for more robust interim assessments and 
demonstrates a robust and proactive risk 
management culture. 

So you have diligently defined your scope, 
developed your scoring engine, evaluated 
your controls, derived residual risk and even 
taken the time to develop a snazzy gradient 
shaded matrix depicting your organiza-
tion’s risk in vibrant red, green and yellow. 
Congratulations…now what? 

Recent surveys suggest that organizations 
struggle to derive value from their risk 
assessment. When you consider the fact 
that a risk assessment has the potential to 
shape almost every aspect of an organiza-
tion’s AML program, it is disheartening to 
see the exercise conducted and the results 
left in the ether to await an annual update. 
At a minimum an organization’s risk assess-
ment can effectuate change to a dozen or 
more elements of a comprehensive AML 
program. Three such opportunities are 
described below. 

Enhanced Due Diligence: As we have 
learned, “customers” are a primary risk 
assessment category. Let us pretend that 
through the risk assessment process your 
organization has determined that MSBs 
represent the highest risk customer type 

based on the extensive use of supporting data 
of course. Why then does the enhanced due 
diligence (EDD) process use a one size fits all 
approach? Ideally, a MSB specific EDD form 
would be developed to address the additional 
risk presented by this customer type. 

Transaction Monitoring Scenario Coverage: 

With customized EDD addressed, let us say 
that your risk assessment has also deter-
mined that correspondent banking reflects 
a high risk activity. Does your transaction 
monitoring system have a rule or scenario 
to monitor this high risk activity? Organiza-
tions should perform an annual assessment 
to map the results of the risk assessment to 
production scenarios to ensure appropriate 
coverage exists for those transaction types 
presenting increased risk. 

Targeted Training: Recent enforcement 
actions have highlighted the failure of a one 
size fits all training approach. One of the 
easiest opportunities to embed risk assess-
ment results is in an organization’s training 
curriculum. Rather than look for providers 
with the latest tablet training capabilities, 
focus on your organization’s highest inherent 
risk categories and develop modules specific 
to these risks. For example, if the NRA popu-
lation presents elevated risk to your organi-
zation, ensure training for employees who 
work with this population have received 
additional education focusing on the unique 
risks presented by this customer type. 

In summary, I suspect few will question the 
importance of the risk assessment process. 
However, I would encourage readers to ques-
tion the risk their risk assessment creates. 
As money laundering schemes grow, increas-
ingly complex organizations must develop 
and evolve their process to go beyond the 
mechanics of updating three dozen risk 
factors and instead fully embrace a risk iden-
tification and mitigation strategy to commen-
surate with the level of sophistication of 
those who are intent on exploiting it. To 
close, please indulge me in one last visualiza-
tion exercise. When you read the following 
words, what comes to mind? Ready? 

Risk Assessment. 

Michael Florence, CAMS, anti-money laun-

dering practice leader, Treliant Risk Advi-

sors, Washington, DC, USA, mflorence@

treliant.com 
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In the Bank Secrecy Act (BSA) compli-
ance community there is often a lot of 
discussion about creating better part-

nerships with law enforcement. While some 
organizations make this a priority, others do 
not always realize the value of an outreach 
effort. The fact is that an outreach program 
can greatly enhance a compliance program 
and pay dividends in supporting everyone’s 
primary objective of stopping money laun-
dering and related crimes.

From a purely compliance perspective, the 
various regulatory agencies are primary 
“customers” for financial institutions and 
Money Services Businesses (MSB). However, 

from a business perspective, the compli-
ance department’s primary customer is law 
enforcement. That is because the require-
ment to file Suspicious Activity Reports 
(SARs) produces the top “product” that this 
highly specialized consumer group wants 
and needs. 

Law enforcement agencies comb the Finan-
cial Crimes Enforcement Network (FinCEN) 
database for case leads. If the quality, quan-
tity and availability of this data are high, then 
it becomes a more valuable commodity, espe-
cially as the capabilities of law enforcement 
data and text mining tools have become more 
technologically advanced and sophisticated. 

These data mining capabilities make your 
SARs a much more effective tool for identi-
fying terrorist financing, money laundering, 
fraud, embezzlement, income tax evasion, as 
well as other crimes. 

So as law enforcement is your principal 
customer, who better to partner with and 
to establish a strong and long term relation-
ship than law enforcement? The benefits are 
two-fold: First law enforcement represen-
tatives can learn more about your data and 
how it is collected. This might enable them to 
create more specific and therefore, easier to 
manage information requests. The end result 
is greater efficiency on both ends. Second, 

Partners in anti-crime
–Law enforcement outreach enhances BSA/AML programs
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financial institutions and MSBs can become 
more aware of the kind of data that is most 
useful to law enforcement and can therefore 
focus on ensuring that such data becomes a 
focal point for a compliance program.

Yet making this data the most useful requires 
cooperation, partnership and mutual trust. 
Law enforcement can’t expect compliance 
officers to inherently know what they are 
looking for and compliance professionals, 
while well-trained and talented, are very 
rarely expert mind readers. Also even the 
best compliance programs can always 
be enhanced, updated and strengthened. 
Ensuring that this ongoing process provides 
law enforcement with better data makes the 
joint AML effort that much better.

It is important to note that while outreach 
programs can be a very valuable part of any 
financial institutions’ BSA/AML program, 
the institutions should always abide by 
the BSA/AML regulations as well as their 
internal policies and procedures. Do not 
become complacent, by providing docu-
ments to law enforcement that they are 
not entitled to receive without a subpoena! 
These programs are beneficial to both law 
enforcement and the financial institutions, 
but violating either BSA/AML regulations, 
law enforcement procedures or the financial 
institution’s policies and procedures could 
cause irreparable harm to the program. That 
is why communication is often the key to 
success and legal responsibility.

With that in mind it becomes obvious that 
establishing communication is the first step 
in any outreach program. One of the easiest 
ways to begin such an effort is to contact 
your local SAR review team or other similar 
law enforcement equivalent. SAR review 
teams have been established in most U.S. 
Judicial Districts. The advantage of estab-
lishing a relationship with a SAR review team 
is that normally representatives from most, if 
not all, of the federal law enforcement agen-
cies and in many cases state and local law 
enforcement agencies are represented on 
those teams. 

Therefore, establishing a relationship with 
your local SAR review team will give you 
access to multiple law enforcement agen-
cies. In many cases you may identify a SAR 
that in your opinion should be reported 
directly to law enforcement; however, you 
may not be certain which law enforcement 
agency should be contacted. Reporting the 
SAR to a SAR review team makes this deci-
sion easier for you. Once reported to the 

SAR review team, the SAR will be discussed 
with the members of the team and assigned 
to the appropriate law enforcement agency. 
However, you should also maintain contacts 
with specific federal, state and local law 
enforcement agencies. When you identify a 
SAR that you believe a specific agency would 
investigate, you have the option of contacting 
that law enforcement agency directly. 

Once you have established the line of 
communication, the process of creating an 
environment of partnership and trust with 
your law enforcement contacts can begin. 
How this is done will be unique to your orga-
nization and the law enforcement groups 
with which you work. So while there is no 
“right way” of going about this, the following 
examples might provide a framework that 
meets the needs of your organization. 

Financial institutions may supplement their 
BSA/AML training programs — one of the 
four pillars of an AML program — by inviting 
law enforcement agents to assist with BSA/
AML training. The advantage of law enforce-
ment training presentations includes, but is 
not limited to the following: 

• Inviting law enforcement helps to estab-
lish and build the trust and partnership 
between the agency and your financial 
institution.

• Law enforcement will often provide guid-
ance related to new money laundering 
trends, methods and techniques; which 
provides the financial institution with 
the ability to tune their AML transaction 
monitoring tools, as well as recognizing 
customer activity that previously may not 
have appeared to be suspicious. Under-
standing money laundering techniques; in 
addition to customer due diligence and 
other factors is one of the keys to recog-
nizing suspicious activity. 

• Law enforcement will often use case 
studies to demonstrate various money 
laundering methods and techniques. In 
many cases financial institution employees 
will recognize suspicious customer activity 
and/or transactions that they previously 
considered explainable; the case studies 
have proven to be one of the best BSA/
AML training tools. This is another oppor-
tunity for the institution to tune their AML 
transaction monitoring tool.

• Law enforcement familiarizes the finan-
cial institution with the most appropriate 
agency to contact when the financial insti-
tution detects what they suspect to be 

money laundering or one of the underlying 
crimes that leads to money laundering 
that should be immediately brought to the 
attention of law enforcement. 

• Law enforcement agencies will often 
provide guidance related to new cases that 
involve penalties or even prosecutions 
against financial institutions. Lessons 
learned from these cases also provide 
guidance for program enhancements to 
the financial institution. 

• Law enforcement agencies will also 
discuss new regulations and regulatory 
guidance, both of which are extremely 
helpful with enhancements to the financial 
institutions BSA/AML program. 

Once partnership and trust have been estab-
lished, law enforcement, including SAR 
review teams, may invite financial institu-
tions to their regular meetings. Participation 
in these meetings will provide added insight 
into new money laundering trends and tech-
niques and provide financial institutions with 
an appreciation of how law enforcement 
uses the SARs filed by financial institutions 
to develop cases, including money laun-
dering, terrorist financing as well as other 
underlying crimes, the proceeds of which are 
subsequently laundered. 

Law enforcement can not disclose the 
contents of SARs to financial institutions; 
however, suspect and other identifying 
information may be redacted in order to 
provide examples to improve BSA/AML 
transaction monitoring tools, the investiga-
tion of alerts generated by those monitoring 
tools, customer due diligence, SAR deci-
sions and SAR quality. For example during 
the customer due diligence or enhanced 

Establishing  
communication is  
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due diligence process, discussion with law 
enforcement will often provide suggestions 
or ideas related to customer interviewing 
techniques that will be useful during discus-
sions with customers who appear to be 
conducting suspicious transactions. Those 
suggestions may include, but are not limited 
to, documenting: How the customer reacted 
to questions asked by the financial institu-
tion; customer comments in response to 
the financial institution’s inquiries; for cases 
that involve currency, how the customer 
carried the currency, how it was bundled 
or packaged, if it had a particular smell; 
and if possible to retain surveillance photo-
graphs or video. A surveillance photo of the 
target of an investigation with a large stack 
of currency in front of them at the teller 
window fits the old cliché; and in this case it 
is worth at least a thousand words!

Financial institutions often detect customer 
activity and or transactions that they can not 
identify as suspicious activity, but they are 
not comfortable clearing as not suspicious. 
While law enforcement normally will not 
instruct them to either file or not file a SAR, 
the financial institution will have the oppor-
tunity to discuss the customer activity with 
their law enforcement counterparts. During 
the discussion the financial institution may 
provide law enforcement with information 
related to the customer’s business or antic-
ipated activity and the deviation from the 
anticipated activity. Based on that informa-
tion law enforcement may be in a position 
to provide their knowledge of the customer’s 
business based on previously prosecuted 
cases. This information could help the finan-
cial institution to be in a better position to 
determine if the customer’s activity is suspi-
cious or explainable. 

In cases where the financial institution 
determines the activity or transactions are 
suspicious, the information provided by law 
enforcement may also provide the infor-
mation that will assist the financial institu-
tion with preparing a better SAR narrative. 
The narrative enhancements may include 
covering the five “W’s” (who, what, when, 
where and why) and how; key words that will 
add value to the SAR narrative, identifying 
the victims of the crime if any, all known 
contact information and others involved in 
the suspicious activity. Law enforcement may 
also provide ideas about how to summarize 
the suspicious activity, which will provide a 
more valuable SAR to law enforcement and 
save the filing institution valuable time with 
the SAR preparation. 

Financial institutions often make the deci-
sion to close an account relationship due 
to suspicious activity in that relationship. 
However, law enforcement, in response to 
filed SARs, may request that the financial 
institution maintain the account relation-
ship because while closing the account 
relationship is not considered “tipping off” 
the customer that a SAR has been filed; the 
customer may assume that their suspicious 
activity has been detected and they may 

therefore cease conducting the activity 
or move to another financial institution. 
Either of these courses of action will 
hinder law enforcements’ investigation and 
in some cases may cause irreparable harm 
to the investigation including discontinuing 
the investigation. 

On the other hand, law enforcement requests 
to keep an account open when the identified 
suspicious activity is a fraud that over time 
would cause the financial institution to lose 
money should not be honored. Normally 
explaining that the financial institution 
would lose money because they are the 
victim of the fraud will be understood by law 
enforcement; especially when the financial 
institution has an affective law enforcement 
outreach program. 

An obvious concern that needs to be 
addressed is that establishing such a close 
relationship with law enforcement could 
reveal issues with a compliance program 
that requires correction or updating. There 
are two ways of looking at this. The first is 
making it a practice of keeping law enforce-
ment at arm’s length. That might produce the 
situation that if they come across informa-
tion that would open an investigation, there 
could be a sense that there is more going on 
than meets the eye. That is simply because 
they are not familiar with your program. On 

the other hand, establishing a law enforce-
ment outreach program allows financial 
institutions to demonstrate to law enforce-
ment that they have implemented an effec-
tive BSA/AML program including leading 
industry practices; however, no program is 
perfect. Financial institutions can not and 
are not expected to detect every suspicious 
transaction and/or suspicious activity that 
occurs. Therefore in cases where the finan-
cial institution does not detect and report 
suspicious activity related to a customer 
or a particular type of activity, law enforce-
ment will not be quick to initiate an investi-
gation of the institution. 

Let us explore a hypothetical case. A money 
launderer agrees to cooperate with law 
enforcement and states that he has laundered 
funds through your financial institution. 
While he may have conducted transactions 
at your institution, he may be exaggerating 
the volume of activity. As a result of the 
informants statement law enforcement may 
initiate an investigation. Once the financial 
institution is alerted to the investigation, it 
will likely engage outside counsel to repre-
sent the institution; which in addition to 
the fees causes a disruption of business. 
However, a law enforcement outreach 
program may prevent the investigation. 

Make no mistake, outreach programs are not 
a “Get Out of Jail Free” card. However, when 
your institution works with law enforce-
ment and they know first hand that you have 
an effective BSA/AML program, it greatly 
reduces the likelihood in many cases that 
investigations would be initiated. 

Creating and maintaining an outreach 
program with law enforcement is a signif-
icant initiative and should merit all the 
business case research and review that 
any major effort deserves. It requires 
sound management and communication 
skills and resources. Like any good long-
term relationship, it should not be entered 
into lightly. However, most compliance 
programs will discover that such a rela-
tionship builds a partnership that benefits 
all concerned and will produce results now 
and in the future. 

Don Temple, principal, BSA/AML consul-

tants LLC, Fallston, MD, USA, donaldlt1@

yahoo.com

Ed Beemer, CAMS, APR, principal, Corp-

Comm Solutions LLC/ComplianceComm, 

Arlington, Virginia, USA, efb@compliance-

comm.com
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Compiling negative news informa-
tion about entities is a dynamic 
process. Assembling static entity 

information like name, date of birth and 
tax numbers is only the first step in entity 
identity and information management. 
Present day KYC/CIP/EDD requirements for 
onboarding, customer risk rating, beneficial 
ownership, FCPA compliance, look-back 
investigations and sanctions reviews are 
just a few of the drivers that have financial 
crimes professionals utilizing negative news 
for their practices.

Unlike information derived from credit 
sources or verified financial documents, 
negative news data may have content that 
is not risk relevant or can’t be verified. 
Historically, negative news obtained from 
using wide-spectrum search methodology 
has resulted in horrendously high levels of 
noise, false positives, unrelated material, 
and content that is numerous generations 
removed from the original data or informa-
tion source. In addition, information that 
has been sunseted or removed from public 
access, will not be derived from wide-spec-
trum negative news research that does not 
include cataloged data from diverse and 
disparate information sources. One of the 
greatest challenges is to get risk relevant 

information into the work bucket of the 
analyst. Irrelevant information that is devel-
oped or alerted creates additional work that 
must be cleared from entity investigations. 

Search methodology that mitigates the noise 
should include indexing only risk-relevant 
information so analysts are not deluged by 

unrelated search results. The need to contin-
ually update and document entity searches 
is also of great importance. Hyper-targeted 
data mining with the core data collection 
re-indexed and updated every 24 hours with 
an audit trail should be systematic to the 
research process. Special attention should be 

Figure 1
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Figure 2

given to researching negative activity on enti-
ties that pose high risk or on enterprise wide 
internal institution lists. Searching batch files 
of these entities is an efficient and customiz-
able method (see batch figure 1). The batch 
file research should have the utility to inves-
tigate the hit when needed, holding the hit 
in a live research mode. This provides for 
not only maximization of assets but also for 
obtaining the most current negative news 
data from the actual news document (see 
batch figure 2). 

Where to verify the negative information 
collected in an inquiry

Let us assume that, during the due diligence 
investigation of a prospective financial insti-
tution client, the analyst finds negative infor-
mation, in an article or sanctions summary, 
that is sufficiently serious to disqualify the 
individual or entity as a client or may raise 
the customer risk level. What does the 
analyst do next? There is a need to validate 
that information from an official source for 
the file, so that, should there be an audit 
or a question arise about the accuracy of 
the information, the conclusion can be 
supported with an official record.

The following are examples of search veri-
fication data sources in the U.S., to obtain 

the evidence needed to verify the accuracy 
of information:

(1) Federal criminal arrests and convictions: 
Federal criminal cases are available online at 
Public Access to Court Electronic records, 
PACER. Visit http;//www.pacer.gov/. Since 
Federal law does not allow defendants to 
expunge or seal records, even cases where 
there is no conviction remain available. 
Consider this a primary source of informa-
tion, not merely on the subject, but his or her 
associates as well. Organized crime ties are 
sometimes discovered by looking at co-de-
fendants, and others, linked to the subject, or 
in case files of the subject.

(2) State court criminal arrests and convic-
tions: most local and county records are 
available online, at little or no cost. They 
generally do not contain the actual plead-
ings, like PACER does, but the analyst 
can still access the dockets, to verify both 
arrests and convictions.

(3) Information about fraud, Ponzi schemes, 
and other white collar crimes. Again, 
PACER has the details on federal crimes 
needed for investigations, but state court 
online services rarely offer the pleadings — 
though some do so by subscription where 
court filings have become paperless. Civil 
fraud and other white collar civil cases are 

great resources on PACER. When searching 
for civil judgments entered against the 
target in state court, don’t forget country 
records. Many attorneys routinely record 
certified copies in the local Official Records 
Index with the county, to perfect a lien on 
assets of the defendant. Check out the web 
site of the local county government for 
official records libraries and county public 
records databases.

(4) Federal Tax liens: These are also recorded 
in local county public records.

(5) Foreclosure judgments, final judgments 
and liens: Again, check official records where 
the target has real property.

(6) Federal securities violations or regulatory 
issues can be researched at the SEC web site 
http://www.sec.gov/.

(7) Sanctions: If an individual is listed as 
OFAC-sanctioned, in an article or other 
secondary source, obtain the entry at the 
official web site: http://www.treasury.gov/ 
Remember that there are de-listings of sanc-
tioned parties, so always check to confirm 
active sanction status.

(8) Financial condition of individual or 
entity: Use PACER for bankruptcy filings and 
official records for judgments and liens from 
banks and other creditors.

Accuracy is central when using information 
from negative sources. Using the foregoing 
resources, an analyst can validate the nega-
tive information obtained, and document not 
only the original information but also addi-
tional risk relevant information related to the 
entity with the end goal of a comprehensive 
profile of the entity that ensures regulatory 
compliance and mitigates risk. 

Robert A. Goldfinger, CAMS, CFS Cmdr. CID 

(retired), president, Nomino Data, USA, 

rgoldfinger@nominodata.com 

Kenneth Rijock, financial crimes consul-

tant, Miami, FL, USA, miamicompliance@
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A deep dive 
into country risk assessment
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Bank Secrecy Act/Anti-Money Laun-
dering (BSA/AML) and sanctions 
compliance risk assessments are 

an ongoing challenge to many financial 
institutions, regardless of their size or scale 
of operations. When institutions reach or 
exceed their inherent risk tolerance for 
offshore risk exposure and the level of risk 
is notably increased through the normal 
course of business, the development and 
implementation of a country risk assess-
ment must be considered. Whether through 
business expansion, changes in customer 
demographic, the natural migration of 
customers to offshore locales, or the addi-
tion of products and service offerings to 
offshore customers, the country risk assess-
ment serves as one of several key compo-
nents in support of the overarching BSA/
AML and sanctions risk assessment and is 
crucial to maintaining a sound BSA/AML 
and sanctions program.1 A well-developed 
and documented risk-based BSA/AML risk 
assessment assists institutions in identifying 
and measuring their BSA/AML risk profile 
and serves as the foundation of a risk-based 
compliance program in support of the “four 
pillars” of effective BSA/AML compliance 
programs, which are the appointment of a 
BSA/AML officer, establishment of internal 
controls, independent testing and training.2 

As a distinct subset of the BSA/AML risk 
assessment, the country risk assessment 
should use the same rating measurements 
and quantitative values as those used for the 
BSA/AML risk assessment — for example 
a high, medium, low or red, amber, green 
(RAG) score combined with numeric scores 
— to allow for seamless roll-up into the 
institution’s total BSA/AML and sanctions 

risk rating. Under ideal circumstances, the 
country risk assessment would have been 
developed either before or immediately at 
the onset of offshore exposure to the insti-
tution. However, should offshore activities 
be ongoing without a country risk assess-
ment having been completed, the following 
information may serve to enhance the 
general framework used to conduct a suit-
able level of country due diligence neces-
sary to establish and maintain an effective 
country risk assessment.

Country identification

Step one: Identify and isolate the countries of 
greatest potential risk to the institution. Four 
key datasets can be viewed as core elements 
of an effective country risk assessment. In 
order of risk category from highest to lowest:

1. Countries of known direct — or imme-
diately anticipated — business activity; 
also those countries which must be 
considered due to significant customer 
influence warranting the establishment of 
offshore service offerings;

2. Countries of known association to the 
institution, particularly through counter-
party, second or third-party relationships, 
for example indirect customers, vendors 
or service providers;

3. Countries identified as countries of indi-
rect interest to the institution; and

4. Those remaining countries that may 
be deemed to have a material indirect 
impact on the business conducted by the 
institution.

Countries of known or anticipated business 
activity are those that require immediate 
risk evaluation as they present the greatest 
immediate risk to the institution’s business 
operations. Should customer activity take 
place within these countries, the institution 
must ensure that effective internal controls 
are established to identify, measure, and 
monitor any resulting transaction activity 
that increases BSA/AML and sanctions risk 
exposure. Countries of known association 
to the institution are those through which 
potential offshore risk exposure may occur 
outside the scope of direct customer or 
business relationships. Whether through 
customer accounts with authorized users, 
co-borrowers, or third-party ownership/inter-
ests with offshore ties or through the use of 

offshore vendors and service providers by 
the institution, country risk exposure should 
be weighed accordingly.

Those countries identified as having indirect 
interest to the institution may include coun-
tries whose geopolitical or economic condi-
tions may eventually impact the institution 
outright or incidentally, regardless of whether 
it maintains a direct business presence there. 
Recent global geopolitical events such as the 
Arab Spring in the Middle East and regime 
changes and subtle movements in political 
climates such as those in Venezuela, Syria, 
Iran and Myanmar may affect large swaths 
of customers with ties to such countries that 
live and bank within communities served by 
the institution. Finally, remaining countries 
that may be deemed to have a material indi-
rect impact to the institution would include 
those territories that may warrant moni-
toring should business or economic condi-
tions develop in the near future that could 
escalate those countries’ inherent risk to the 
institution to a higher level as defined in cate-
gories one through three.

Data gathering

Step two: Gather the data pertaining to 
countries identified as presenting risk to 
the institution. Numerous public resources 
are available to facilitate the due diligence 
required to build and maintain the country 
risk assessment, many of which are online. 
Public resources provide ongoing infor-
mation on the geopolitical, economic and 
national conditions that may influence an 
assigned country risk score at any given time 
and prove to be the most cost effective risk 
assessment tool for any sized institution. 
Country due diligence information can be 
derived from the following categories:

1. Keystone resources, such as the Finan-
cial Action Task Force (FATFs) Non-Co-
operative Countries and Territories 
(NCCT) list, the USA PATRIOT Act 
Section 311 list, and the European Union 
Sanctions list;

2. Official government resources and 
governing bodies such as the U.S. Depart-
ment of State, Central Intelligence Agency 
(CIA), the Organization for Economic 
and Co-Operative Development (OECD), 
the International Monetary Fund (IMF), 
and the World Bank;

A well-developed and  
documented risk-based  

BSA/AML risk assessment  
assists institutions in identifying  

and measuring their  
BSA/AML risk profile

1 BSA/AML risk assessment components include: customers, products/services, geography, and type of transactions.
2 From “How Valuable is Your Risk Assessment?,” ACAMS Today, May 30, 2013; The FFIEC’s 2010 BSA/AML Examination Manual, BSA/AML Risk Assessment — Overview, pages 22-30.
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3. Third-party vendors and solutions 
providers such as the Economist Intelli-
gence Unit, WorldCheck, Lexis-Nexis and 
Kroll Security;

4. Global media resources including the 
Economist, Financial Times, New York 

Times, Wall Street Journal, and Wash-

ington Post, public radio organizations 
such as National Public Radio.

FATF’s NCCT list is the standard bearer in 
serving as an up-to-date risk-based resource 
on the regulatory regimes for most countries 
and jurisdictions. Similarly, though more 
subjective, the Section 311 and EU lists are 
maintained from a political perspective 
which considers the most recent economic 
and political climate news available. Official 
government resources and governing bodies 
also serve as ongoing invaluable sources 
of geopolitical, economic and information 
directly relevant to the financial climate of a 
given country or territory.

Third party vendors and information tech-
nology solution providers with global reach 
and which outsource, perform or license due 
diligence research for anti-money laundering 
and suspicious activity monitoring incorpo-
rate country risk analysis, either directly or 
indirectly, as a part of their service offerings 
or solution system product suites. If utilized, 
these resources can serve as potent real-time 
supplements to the analysis and information 
gathering already conducted in development 
of the country risk assessment. Finally, the 
review and use of publicly available global 
media resources should be a mainstay in 
the daily routine of any BSA/AML compli-
ance program. Print, visual and public radio 
resources are additional invaluable tools 
that provide up-to-date advisory information 
on country risk conditions from a geopolit-
ical and economic perspective. Although a 
more scrutinized review may be required to 
determine the impact of such information 
to institutions’ business interests, resources 
leveraged to gather and analyze news media 
cannot be overlooked as part of the country 
risk assessment process.

Data application

Step three: Apply the data gathered through 
due diligence. For smaller institutions with 
offshore risk concerns, but lacking the 
human and capital resources to continually 

gather and produce intelligence information, 
ongoing periodic government and media 
reviews of national and global print and 
visual media resources can serve as an effec-
tive foundation from which to operate. For 
mid-size to large institutions however, access 
to dedicated human and capital resources up 
to and including Financial Intelligence Units 
(FIUs) raises expectations for a high-quality 
risk assessment product. This is due in large 
part to the inherent increase in opportunities 
available to leverage a “full-suite” approach 
to due diligence initiatives using information 
from each of the aforementioned categories. 
The strategic combination of online govern-
ment resources, vendor or third-party service 
providers, and global media resources would 
allow the implementation of a more robust 
country risk mitigation strategy. All aggre-
gated data should finally be assessed and 
weighed in assigning the appropriate RAG 
and numeric risk score to the given country.

The methodology applied toward main-
taining a BSA/AML risk assessment should 
be viewed as comparable to building a busi-
ness plan — the development, implemen-
tation, and maintenance of the assessment 
is a subjective, fluid process that requires 
continuous ongoing review and revision as 
conditions change within the marketplace. 
Whether as a result of changes in customer 
base, product and service offerings, 
marketing initiatives, business operation 
modifications, or other unforeseen circum-
stances, the risk assessment cannot be seen 
as a static endeavor. This fact is emphasized 

in the FFIEC’s BSA Examination Manual.3 

Every consideration should be taken as to 
whether country risk assessment updates are 
required, particularly as geopolitical climates 
shift — which often occurs quickly.

The risk assessment maintenance schedule 
is the subjective choice of the institution 
and is directly influenced by the market/s in 
which it operates. Institutions may conduct 
an annual or more infrequent evaluation of 
the enterprise-wide BSA/AML and sanctions 
risk assessment, particularly in the case of 
larger multinational concerns, but a risk-
based approach must always be employed. 
Given the unique challenges presented by 
country risk assessments however, a more 
frequent review of this specific risk compo-
nent may be warranted, for example using a 
semi-annual cycle.

Summary

A well-developed BSA/AML and sanctions 
risk assessment serves to guide institutions 
toward identifying and vetting customers 
who pose the greatest risk for suspicious 
activities requiring more frequent and 
enhanced monitoring. Similarly, a well-de-
veloped country risk assessment serves 
to support the overarching BSA/AML and 
sanctions risk assessment by identifying 
the geographic risks faced by the institu-
tion. Smaller institutions may only afford 
the resources to develop a basic country 
risk assessment while large institutions may 
generally maintain the resources to construct 
and maintain a more complex country risk 
assessment that assigns risk weights to coun-
tries around the globe. Regardless of the size 
of the institution, compliance officers must 
ultimately assess and factor the country risk 
component should offshore financial activi-
ties occur. 

Brian Arrington, MBA, CAMS, commu-
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Bank of Chicago, Chicago, IL, USA, brian.

arrington@chi.frb.org
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Reserve System.
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 3BSA/AML risk assessment components include: customers, products/services, geography, and type of transactions.
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Contact us at sales@safe-banking.com or +1 631-547-5400.

It’s kind of fun to do the impossible.
 — Walt Disney‘‘

‘‘

www.safe-banking.com
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As a prosecutor leading a multi-ju-
risdictional suspicious activity 
report (SAR) review team in Central 

Virginia, I regularly read hundreds of SARs 
at a time. Our team reviews every SAR, 
currency transaction report (CTR), Casino 
SAR, and related reports that are produced in 
our jurisdiction and, when appropriate, either 
investigates the information or contacts 
other relevant agencies. As we review a SAR, 
however, I often think: “I bet the banker who 
wrote this SAR thinks that no one will ever 
read this report.” 

We ARE reading your SARs. We read your 
SARs every day and they often play an 
important, if not crucial, role in investigating 
and prosecuting criminals. We share the 
information and act on the significant intelli-
gence that you are sharing. 

But what we are NOT doing is telling you 
about what we are doing with your SARs. It is 
not personal, it is just part of the business. If a 
citizen calls to report a drug dealer living in the 
neighborhood, the police usually do not call 
the tipster back to tell them how the investiga-
tion went. If a detective gets a tip from a patrol 
officer about someone who may be selling 
guns, the only way the patrol officer ever finds 
out about what happened later is by standing 
in the break room over coffee. 

Unless you are part of a special law enforce-
ment/private financial investigation organi-
zation, you probably never talk to the police 
and they probably never talk to you. But I 
want you to know — we read your words and 
treasure them. There is no better friend to the 
police than the tipster, the inside-source, the 
trustworthy citizen who shares reliable infor-
mation about a potential criminal offense. 

Just because you do not hear about the 
results does not mean we are not listening. 
That tip about the old man sending money to 
a suspicious jurisdiction? We met with him 
and told his children the story that he told 
us about the mysterious woman with whom 
he has a love affair to whom he is sending 
tens of thousands of dollars. That tip about 
the man running a suspicious stock scheme? 

Turns out we already knew he was stealing 
from his company and locked him up quickly 
once we heard your tip. That tip about the 
young man sending thousands of dollars 
through a stored value card to Miami? We had 
suspected he was selling drugs and your tip 
helped us figure out who his connection was. 

Just because we do not prosecute a person 
for the crime you told us about does not 
mean your SAR did not help protect the 
community. You might have warned us 
about criminal structuring, but the real crime 
might have been drug dealing. You might 
have warned us about tax evasion, but the 
real crime might have been embezzlement. 
You might have warned us about someone 
moving money to evade export regulations, 
but the real crime might have been bribing 
government officials. You may only ever see 
part of the whole picture, but you helped us 
finish the portrait and see the truth. 

I remember a SAR we received about a 
woman who we knew was connected to a 
guy at the top of a large criminal scheme. The 
SAR related how she moved a large amount 
of money in a very suspicious manner, but 
never mentioned the man because he was 
not involved in the transactions — or so the 
financial institution thought. We suspected 
otherwise, however, and our investigation 
led straight back to him. But I bet to this day, 
because nothing happened to the woman, the 
SAR writer thinks that we never even cared 
about or read the report. 

It is common for us to see SARs that report 
women moving money in strange ways and 
recognize the women as girlfriends or asso-
ciates of known criminals. It is also common 
for us to see SARs that report odd behavior 
that appears to have no explanation and 
recognize the importance of the behavior in 
the context of other intelligence. There is no 
way for a SAR writer to know what we know. 
But there is also no way for us to know what 
you know. That is why the SAR process is 
so valuable. Of course, we can almost never 
share our knowledge with you. 

We read every SAR in our jurisdiction 
because we know many of our bad guys by 
name. We are a small jurisdiction and often 
know if there is already an investigation 
on someone you report to us. Sometimes, 
however, you tell us something that we did 
not know. When we look under the rock 
you pointed out to us in your SAR, we never 
know what we will find, and sometimes it is 
something neither of us expected. More than 
once we have been surprised to find that a 
so-called upstanding citizen was in fact a 
criminal, a thief or a fraudster. 

So please continue to speak up. But don’t 
forget that SARs are not the only way to 
communicate with law enforcement. When 
money shows up that smells like marijuana, 
or has white powder residue on it, call us! 
We can come and test it on the scene. When 
someone appears showing false identifica-
tion to cash an obviously stolen check, get 
law enforcement on the scene. When you 
suspect that someone is exploiting an elderly 
client, you are permitted to call the police 
to report the crime. In these cases, nothing 
beats a quick response, and SARs have an 
inevitable delay. 

Lastly, remember that it is not enough to 
speak loudly — you also have to speak 
clearly. I might have learned to speak banker, 
but a detective who just finished eight years 
of driving a radio car on midnight shift does 
not speak your language. He wants very much 
to hear what you have to say. And I guarantee 
that he appreciates your work. Just don’t 
expect him to say thank you. You’ll have to 
settle for me saying it: Thank you.  

Elliott Casey, assistant commonwealth’s 

attorney, special assistant United States 

attorney, Albemarle County, VA, USA, ecasey@

albemarle.org, ecasey@albemarle.org

Raise your voices: 
We hear you
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Old MacDonald of sanctions compliance 
and customer due diligence

If you are keeping score, it seems that 
sanctions compliance is a bit like the 
old nursery rhyme Old MacDonald Had 

a Farm. You know, “here a sanction, there a 
sanction, everywhere a sanction-sanction….”

Members of the anti-money laundering 
(AML) and sanctions compliance community 
should be aware of the economic sanctions 
programs put in place by the United States 
government. These programs are designed 
with two purposes. First to identify bad 
actors who are affiliated with rogue political 
regimes or with other individuals or organi-
zations that are involved in all sorts of nefar-
ious endeavors — including but not limited 
to — narcotics trafficking, transnational 
organized crime, terrorist organizations or 
the proliferation of weapons of mass destruc-
tion. Second they are designed to penalize 
those who enable business with those sanc-
tioned entities. The U.S. Department of the 
Treasury’s Office of Foreign Assets Control 
(OFAC) administers most of these sanc-
tions programs. In recent years, the OFAC 
Specially Designated Nationals (SDN) List 
alone has averaged somewhere in excess 
of 70 updates annually. This is not even 

touching on the compliance universe repre-
sented by export control regulations, other 
U.S. government sanctions programs, or 
sanctions programs from other jurisdictions.

The U.S government has long sought to 
choke off funding to regimes, organiza-
tions and individuals that represent threats 
to U.S. interests, including Iran, Cuba and 
Syria, via enforcement of U.S. sanctions 
programs. Through record penalties and 
aggressive enforcement over the past 
several years, OFAC has tried to make the 
point crystal clear that enabling these bad 
actors, whether by intent or by circum-
stance, is simply not acceptable and is defi-
nitely not in anyone’s best interest. 

Sanctions laws and regulations, such as those 
promulgated by OFAC, have garnered consid-
erable attention over the past several years, 
through major regulatory actions against 
global financial institutions including HSBC, 
Standard Chartered Bank, ING and Bank of 
Tokyo-Mitsubishi for violations of sanctions 
laws. Civil money penalties assessed against 
these four institutions ranged from US$258 
million to $1.92 billion each — certainly 

attention getters — and examples of due 
diligence and process failures. Those institu-
tions will certainly not be the last to run afoul 
of OFAC’s regulations. This is especially true 
as there are conflicting laws in other juris-
dictions that appear to directly clash with 
U.S. Treasury’s regulations, thereby creating 
yet another “wrinkle” in the global sanctions 
compliance world.

Sanctions compliance is not for the faint of 
heart. While OFAC sanctions continue to 
grab headlines and advance the U.S. govern-
ment’s foreign policy agenda with well-pub-
licized enforcement actions, other countries 
and regulatory bodies, including the United 
Kingdom, European Union and the United 
Nations, along with more than 60-plus other 
countries, have some sort of sanctions 
programs in place. This, to say the least, 
makes sanctions compliance a much greater 
challenge for both corporate and financial 
organizations. Compliance officers reading 
this are all too familiar with the anxiety that 
complexities of such regulations can bring to 
the forefront. 
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Knowledge of various sanctions programs 
and their intricate gradations is simply not 
enough. Understanding the art and science 
of exactly what data to examine, and when 
and how it should be examined is abso-
lutely critical to success within the sanc-
tions compliance process. Demonstrating 
a thorough grasp of the nuances of how 
filtering or screening processes function 
and knowing how to adjust aspects of the 
screening process, along with knowing what 
to do to verify or validate the match and how 
to perform necessary due diligence related to 
such matched entities, is equally vital to your 
success in making the screening process 
genuinely productive. 

While corporations and financial institutions 
are contending with the ever-changing land-
scape of sanctions regimes both at home 
and abroad, and the increasingly “creative” 
measures that countries like Iran are 
employing to evade sanctions, the dawn of 
U.S. state-level sanction programs add even 
more complexity to the process; and may 
well increase your risks of heartburn as an 
unexpected consequence. 

In recent years, the U.S. Congress has 
enacted legislation authorizing states to 
prohibit investments in, or divest assets 
from, Sudan and Iran. The Sudan Account-
ability and Divestment Act of 2007 authorizes 
states and local governments to adopt divest-
ment or investment prohibition measures 
involving: (1) persons within state or local 
government determined to be conducting 
business operations in the Sudanese energy 
and military equipment sectors or (2) persons 
having a direct investment in or carrying on a 
trade or business with Sudanese entities or 
the Government of Sudan, provided certain 
notification requirements are met. 

The Comprehensive Iran Sanctions, Account-
ability, and Divestment Act (CISADA) which 
was enacted in 2010, includes provisions 
authorizing state and local governments to 
divest from those businesses making invest-
ments of US$20 million or more in Iran’s 
energy sector after adequate investigation 
and notification have occurred. Both laws 
stipulate that a measure falling within the 
scope of the authorization is not pre-empted 
by any federal law or regulation.

So far more than two dozen U.S. state govern-
ments have, with much less fanfare than their 
federal brethren, implemented their own 
various sanctions laws, which are designed 
to prohibit state procurement as well as 
investment with companies doing business 
with certain countries or other entities that 

are under the scrutiny of sanctions by the 
U.S. government. Such laws are referred to 
as “divestment sanctions.”

Increasingly state governments are penal-
izing parties for doing business with compa-
nies who in turn are doing business with 
sanctioned countries or prohibited parties. 
With the addition of such state-level laws, 
overall sanctions compliance can be more 
difficult than solving the Rubik’s Cube puzzle 
while being blindfolded.

Another point of consternation and angst 
involves exactly how such state scrutinized 
organization lists are actually assembled and 
maintained. Frequently, such state lists may 
likely diverge from OFAC’s List of Specially 
Designated List of Sanctioned Entities and 
Blocked Persons. Many business associa-
tions and others in the know have argued 
that state agencies lack the time, funding 
and subject-matter expertise to properly 
and accurately compile and maintain infor-
mation on companies with business ties to 
sanctioned countries or entities. Without the 
resources and the interagency ties that OFAC 
has access to, states must rely upon open-
source information obtained from news and 
media outlets, advocacy groups or other 
sources. The problem here is potentially 
one of informational quality concerning the 
targeted entity. 

The advent of state sanction programs leaves 
financial institutions and other corporations 
to screen an ever-growing number of sanc-
tions lists, adding yet another compliance 
headache to a field that seems to have no 
lack of them already. More information on 
state sanctions programs from the various 
state governments themselves may be found 
on various state government web sites, as 
well as the following site: http://www.fas.org/
sgp/crs/misc/RL33948.pdf

Perhaps this discussion will spark both 
thought and action, not only about state 
sanctions list but also about the efficacy of 
your entire sanctions compliance program. 
When is the last time your organization had 
a truly independent review of your sanctions 
compliance program from top to bottom to 
make sure that your policies, procedures, 
information technology processes and 
day-to-day business operations are all fully 
aligned to meet your regulatory compliance 
needs in the best manner possible? If the 
answer is never, which happens much more 
often than many might admit, or if the answer 
is not for a while, then perhaps now is the 
proper time to take a look at these processes. 

To be sure, there are a host of risks asso-
ciated with doing business with bad actors 
that go beyond the scope of nationally or 
state sanctions programs. There are an 
equal number of risks associated with a 
program that may have the appearances of 
working well at first glance, but is off by 
“just a little” when the veneer is peeled back 
more closely for examination. But it is inter-
esting to note that of the US$3.5 billion in 
civil money penalties assessed over the past 
12-18 months by U.S. regulatory authorities, 
the largest penalty assessments all have 
sanctions program failures as core compo-
nents of their regulatory issues.

Unfortunately, a good number of organiza-
tions have varying degrees of flaws in their 
sanctions compliance programs, but are 
happy “whistling by the compliance grave-
yard” because they have not been penalized 
for a program failure thus far. Often, the 
response to this suggestion is something like: 
“Thank you, but we have sound sanctions 
compliance policies in place.” We all know 
that effective policies are one thing, but that 
implementation of proper, effective proce-
dures is often another thing entirely.

If you were to ask any of the financial insti-
tutions that have recently been the recipi-
ents of civil money penalties whether they 
had sound policies in place, my guess is 
that their initial answer would be yes. The 
problem may not be policies but rather 
making sure the proper framework for 
execution of valid procedures is effectively 
in place. The next logical question seems to 
be: “What can I do about it?”

So…take a deep breath and take some 
time to make sure your sanctions compli-
ance program and the related business 
processes that you have implemented are 
up to par in meeting sanctions regulations 
requirements associated with applicable 
state, national and international sanctions 
programs. An independent review and test 
of your program by parties who can look at 
your program in a truly objective manner 
might just be the next right move. A little 
proactive work on your part now can yield 
greater benefits and peace of mind within 
your organization tomorrow. 

Shaun M. Hassett, CAMS, CDDP, indepen-

dent regulatory compliance consultant 

and advisor, Financial Evaluations and 

Examinations and International Manage-

ment Advisory Group, Algonquin, IL, USA, 

proper.due.diligence@gmail.com
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Mexico is seen as one of Latin 
America’s most promising coun-
tries with ambitions to become 

a regional economic leader. According to a 
Germany Trade & Investment (GTAI) report 
published by Germany’s economic develop-
ment agency, Mexico will see growth of 3.5 
percent for the year 2013. 

Averaging between US$320 and US$340 billion, 
Mexico alternates with China as America’s 
second largest trading partner; however, not 
only for legitimate trade. According to a report 
published by Chatham House in November 
2012 titled: Organized Crime, Illicit Drugs 

and Money Laundering: the United States 

and Mexico, Mexico has become the number 
one provider of illicit drugs to the United 
States. Furthermore, Mexico fell negatively 
in Transparency International’s corruption 
perception index to 105th place in 2012 from 
57th in 2002. According to an article published 
by Reuters the amount of illegal funds laun-
dered in Mexico on a yearly basis ranges from 
US$ 10 billion to US$ 45 billion. The laun-
dered funds are seen as the main driver of the 
growing violence in the country, which like 
other countries in Latin America has seen a 
dramatic increase in violence in recent years.1 

Given this background, it is clear that the 
country’s potential to continue its path 
of economic growth and development 
is threatened by corruption, organized 
crime, government bureaucracy and the 
lack of trust in the country’s police forces 
as reported in the Global Competitiveness 
Report issued by the World Economic 
Forum 2012-2013. This article sets out some 
of the crime and security threats currently 
facing Mexico and measures undertaken to 
deal with these issues. 

Regional crime structures and 
overlapping criminal networks

Since June 2008, the Los Angeles Times has 
published reports by journalists based on 
both sides of the border between Mexico and 

the United States reporting upon the violent 
struggle amongst Mexican drug cartels for 
control over the lucrative drug trade to the 
United States. According to the newspaper 
blog titled: Mexico Under Siege, the Drug 

War at Our Doorstep the conflict as it is 
termed, has left thousands dead, paralyzed 
whole cities with fear, and spawned a culture 
of corruption reaching the upper levels of the 
Mexican state.2 

A report published by the Woodrow Wilson 
International Center (Wilson Center), claims 
that over 47,000 people were killed in crime 
related violence in Mexico in the five years 
leading up to the election in 2012.3 The 
Wilson Center’s Mexico Institute claims that 
a number of important new hypothesis and 
assumptions have begun to emerge about 
the nature and extent of the security threats 

posed by organized crime and violence in 
Mexico. In particular the breakdown in the 
one-party political system and the arrival of 
multi-party political completion has contrib-
uted to a regionalization of criminal activity. 
State governments and municipalities have 
less capacity to bring criminal activity under 
control, or re-establish equilibrium within 
the illegal market. Rather than centrally 
organized cartels, traffickers appear to be 
organized primarily as a series of overlap-
ping networks that at times work together 
and at other times operate independently or 
compete with each other. Mexico’s domestic 
criminal markets tend to be decentralized, 
more competitive and, as a result, more 
violent. Alejandro Hope’s Taxonomy of Crim-
inal Groups4 (see diagram on next page) sets 
out the areas of activity and reach of Mexi-
co’s organized crime groups.

Mexico’s security threat:  
Organized crime and money laundering

1 Mexico’s overall homicide rate (18 per 100,000 inhabitants) is uncomfortably high, but pales in comparison to Honduras (82), El Salvador (66), Venezuela (49), Belize (41), and Guate-
mala (41), Colombia (33), the Bahamas (28), Brazil (22), and the U.S. territory of Puerto Rico (26) - http://justiceinmexico.files.wordpress.com/2012/03/2012-tbi-drugviolence.pdf

2 http://projects.latimes.com/mexico-drug-war/ - /its-a-war
3 http://www.wilsoncenter.org/publication/considering-new-strategies-for-confronting-organized-crime-mexico
4 http://www.wilsoncenter.org/sites/default/files/Alejandro Hope_0.pdf
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The Mexican drug war

The Mexican Drug War is an ongoing armed 
conflict among rival drug cartels striving 
for regional control. While it is thought that 
many factors have contributed to the esca-
lating violence in Mexico, security analysts in 
Mexico City trace the origins conflict to the 
unraveling of a long-time implicit arrange-
ment between narcotics traffickers and 
governments controlled by the Institutional 
Revolutionary Party (PRI). This is partic-
ularly interesting given PRI’s comeback to 
power in 2012. 

According to the academic, David J. Danelois, 
the situation in Mexico is often compared to 
that in Colombia. He underlines however, 
that unlike the FARC in Colombia, Mexico’s 
drug cartels have no desire to reshape their 
country in accordance with Marxist ideology. 
Mexico’s narcotics groups have reportedly 
more in common with Somali pirates than 
Colombian rebels: Both groups seek to create 
anarchy so they can exploit the defenseless 
and dominate local markets. Like Somali 
pirates in East Africa’s coastal villages, Los 
Zetas have thrived in stateless voids, stealing 
money from merchants and becoming minor 
celebrities within their respective regions. 
While Colombia faced a political insurgency, 
Mexico confronts something like land piracy 
led by powerful drug kingpins.5 

As reported by STRATFOR, the demise of 
the Guadalajara cartel in the late 1980s, 
which controlled drug trade routes into the 
United States through most of Mexico, has 
seen Mexican cartels fracturing into more 
geographically compact, regional crime 
networks.6 This trend has continued for 
more than two decades and has impacted 
all of the major cartel groups in Mexico. 
Although Mexican drug cartels, or drug 
trafficking organizations, have existed for 
several decades, they have become more 
powerful since the demise of Colombia’s Cali 
and Medellín cartels in the 1990s. Mexican 
drug cartels now dominate the wholesale 
illicit drug market, controlling 90 percent of 
the cocaine that enters the United States. 
Arrests of key cartel leaders, particularly 
in the Tijuana and Gulf cartels, have led to 

increasing drug violence as cartels fight for 
control of the trafficking routes into the 
United States.7 Sinaloa Federation and Los 
Zetas are currently the most powerful cartels 
in Mexico.

According to the U.S. National Drug Intelli-
gence Center, major Mexican-based Trans-
national Criminal Organizations (TCO) and 
their associates are solidifying their domi-
nance of the U.S. wholesale drug trade and 
will maintain their reign for the foreseeable 
future. Their pre-eminence derives from 
a competitive advantage based on several 
factors, including access to and control of 
smuggling routes across the U.S. border and 
the capacity to produce (or obtain), transport, 
and distribute nearly every major illicit drug 
of abuse in the United States.8 These TCOs 
are extremely well funded and well-armed — 
and they are presenting a formidable threat 
to the security, prosperity, and psyche of 
the people of Mexico and the United States. 
Illegal drug export revenues from Mexico 
in 2011 were estimated at approximately 
US$6.2 billion, comprised of the major drugs: 
cocaine (est. US$2.8bn), followed by mari-
juana (US$1.9bn), heroin (US$0.9bn) and 
methamphetamines (US$0.6bn).9 Although 
both the governments of the U.S. and Mexico 
recognize that they must attack the economic 

power of transnational criminal organiza-
tions to weaken them the challenges faced 
are tremendous. 

Anti-money laundering efforts in Mexico

Celina B. Realuyo, assistant professor of 
National Security Affairs at William J. Perry 
Center for Hemispheric Defense Studies at 
National Defense University, underlined in a 
report published by the Wilson Center in May 
2012, the importance of anti-money laun-
dering efforts in tackling organized crime in 
Mexico and alleviating the security threat 
emerging as a result of the activities carried 
out by organized crime networks.10

Former President Felipe Calderon also 
recognized the importance of preventing 
money laundering and combating finan-
cial terrorism as part of the state’s strategy 
against organized crime. Calderon proposed 
a law in 2010 to crack down on money laun-
dering in a bid to attack the finances of the 
country’s powerful drug cartels.11 On 11 
October 2012, Mexico’s senate approved the 
modifications to the anti-money laundering 
law introduced by the executive in August 
2010 and the current President Enrique Pena 
Nieto signed the bill into law on 16 October 
2012, which came into force in July 2013.12 
The new legislation obliges designated 

Source: Alejandro Hope

5 https://www.fpri.org/docs/Toward_a_US_Mexico_Security_Strategy_Danelo.pdf
6 http://www.stratfor.com/weekly/mexicos-drug-war-balkanization-leads-regional-challenges
7 https://en.wikipedia.org/wiki/Mexican_Drug_War
8 http://www.justice.gov/archive/ndic/pubs44/44849/44849p.pdf
9 http://www.wilsoncenter.org/publication/considering-new-strategies-for-confronting-organized-crime-mexico
10 http://www.wilsoncenter.org/sites/default/files/Realuyo_U.S.-Mexico_Money_Laundering_0.pdf
11 http://uk.reuters.com/article/2012/10/11/uk-mexico-drugs-idUKBRE89A1PX20121011
12  http://www.gtlaw.com/News-Events/Publications/Alerts/165136/An-Overview-of-Mexicos-New-Anti-Money-Laundering-Law
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non-financial businesses and professions 
(DNFBP) to identify their clients and report 
suspicious operations or transactions above 
designated thresholds to the Secretariat 
of Finance. The thresholds vary by sector. 
The legislation establishes a Specialized 
Financial Analysis Unit in the Office of the 
Attorney General; restricts cash operations 
in Mexican pesos, foreign currencies and 
precious metals for a variety of “vulnerable” 
activities; and imposes criminal sanctions 
and administrative fines on violators of the 
new legislation. Under the above regulations, 
casinos, notaries, lawyers, accountants, 
jewelers, realtors, non-profit organizations, 
armored car transport companies, armored 
services, construction companies, art dealers 
and appraisers, and non-bank institutions 
providing credit card, pre-paid card, or trav-
eler check services will also be subject to 
know your customer (KYC) and suspicious 
transaction report (STR) requirements.13 An 
article published by Reuters on 12 October 
2012 highlighted that the federal law puts 
restrictions on cash purchases of real estate, 
jewelry, armored cars and other assets that 
criminals use to launder illicit funds and that 
companies are required to report large cash 
purchases namely car sales of more than 
200,000 pesos (about US$16,000) and real 
estate purchases of more than 500,000 pesos 
(about US$39,000).14 

The Mexican security threat — efforts 
and reforms

Despite fears that Mexico would return to 
being an authoritarian regime following the 
election of Enrique Peña Nieto as president 
in 2012 reinstating the Institutional Revo-
lutionary Party (PRI), which had run the 
country for 70 years, prior to the former 
regime which held power for twelve years 
until 2012, Mexico’s current government has 
been praised for having pushed on with long 
awaited reforms. 

According to a report published by 
STRATFOR, Nieto’s most significant initia-
tive is his plan to consolidate and restructure 
federal law enforcement in Mexico. Pena 
Nieto’s ruling Institutional Revolutionary 
Party has introduced legislation that would 
switch oversight of the federal police, among 
other entities, away from the Public Security 
Secretariat to the Interior Ministry. The pres-
ident also announced plans to bring the state 

police from each of Mexico’s 31 states under 
a unified federal command. In December 
2012, Mexico announced that it would 
deploy a new 10,000-member security force 
to regions of Mexico where violence and 
instability are greatest. Until the new force 
was set up, the military would remain in the 
streets in an effort to maintain order. The 
federal police were to add 15 units that will 
focus solely on kidnapping and extortion.

Furthermore, in May 2013, Nieto announced 
the creation of an investigative task force 
to search for thousands of missing Mexi-
cans in response to anguished families 
and mothers on a hunger strike. The new 
effort is part of an effort to whittle down a 
list of more than 26,000 people who were 
reported missing, many seized by drug traf-
fickers or by state security forces, during 
the Calderon presidency.15

The private sector has also played a remark-
able role in dealing with organized crime and 
the resulting violence in Mexico. Various 
reports published by the Economist in June 
2013 portray the private sector initiatives, in 
particular those in Mexico’s industrial cities 
which are engaged in reducing violence and 
contributing to programs to alleviate some 
of the roots of organized crime in Mexico. 
The article reported that the private sector 
has helped the government, with both money 
and technical expertise, to recruit and run a 
new police force. The first task was to purge 
state and local police of infiltration by drug 
mafias. Rodrigo Medina, governor of the 
state of Nuevo León of which Monterrey 
— Mexico’s biggest industrial city — is the 
capital city, says 4,200 police were fired or 
jailed after failing the lie-detector and other 
tests. At first, the armed forces (mainly 
marines) were drafted to keep order. Then, 
with advice from the human-resources 
departments of Monterrey’s biggest firms, 
the government launched a national recruit-
ment drive to build a new state police force, 
known as Fuerza Civil (civil force). Although 
it is in its early days the project seems to 
have been successful and most importantly 
enjoyed the trust of the citizens.

Conclusion

According to an article published in the New 

York Times in June 2013, Mexico is under-
going increased scrutiny from NGOs and the 
local media as well as opposition parties who 

challenge and expose the faults of the status 
quo and increasingly seeking to hold offi-
cials accountable.16 Freedom of information 
laws, recent legislative overhauls demanding 
more accountability from state govern-
ments and an increasingly technologically 
engaged society have been more successful 
in preventing murky finances from going 
unquestioned. As a result, tales of disgraced 
former governors are coming to surface 
and being made public. The culture and 
mentality of “El que no tranza, no avanza,” 
or “He who does not cheat, does not get 
ahead,” a popular Mexican motto, reportedly 
still remains. According to the same article 
legal prosecution and enforcement remain 
an issue in Mexico, as the country has yet 
to find an effective mechanism to translate 
citizen participation into structural change. 
In summary however, naming and shaming is 
becoming common practice.

From a security perspective and as pointed 
out by David J. Danelo in a report published 
by the U.S. Foreign Policy Research Insti-
tute in February 2011, no relationship in 
the Western Hemisphere is fraught with 
more geopolitical complexity than the one 
between Mexico and the United States.17 
The two nations are both partners and 
competitors. Given the economic, social 
and cultural rivalries, security partnerships 
between the United States and Mexico 
have been difficult to create. Failure to 
build capacity and structure partnerships 
will enhance the strength of drug cartels 
and fuel instability and violence. Although 
serious challenges do however remain, 
some success stories do exist. Baja Califor-
nia’s turnaround and stabilization from one 
of Mexico’s most violent to one of its safest, 
represents a strategic success story. Within 
the context of this reality and knowing that 
the proceeds of crime enrich and empower 
transnational criminal organizations and 
allow them to undermine state institutions 
and economic prosperity, financial institu-
tions and their AML officers dealing with 
Mexico-related transactions do have a key 
role to play alongside other private sector 
initiatives in delivering a sustainable future 
to the Mexican state. 

Jennifer Hanley-Giersch, CAMS, managing 

director, Business Risk Research Limited, 

Berlin, Germany, jennifer.hanley@busi-

ness-risk-research.com

13 http://www.knowyourcountry.com/mexico1111.html
14 http://uk.reuters.com/article/2012/10/11/uk-mexico-drugs-idUKBRE89A1PX20121011
15 http://www.latimes.com/news/nationworld/world/la-fg-mexico-numbers-20130528,0,614114.story
16 http://www.nytimes.com/2013/06/24/world/americas/official-corruption-in-mexico-once-rarely-exposed-is-starting-to-come-to-light.html?pagewanted=2&_r=2&hp
17 https://www.fpri.org/docs/Toward_a_US_Mexico_Security_Strategy_Danelo.pdf
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It has been a couple of years since I wrote 
on the landscape in Canada. Over the last 
several months Canadians have been 

shown example after example of allegations of 
corrupt activities. The Province of Quebec has 
finally come to terms with organized crime’s 
influence in the construction industry. Flowing 
from the Charbonneau Commission, testimony 
has revealed just how pervasive the influence 
of organized crime was on the political scene. 

Most recently Canadians have had almost 
nightly news broadcasts pertaining to four 
senators, three of whom have had an RCMP 

investigation launched against them for 

breach of trust. The investigation pertains 

to their alleged fraudulent filing of personal 

expenses, from housing allowances to 

travel. These false expense claims have 

amounted to tens of thousands of dollars. 

The fourth senator has yet to be investi-

gated by the RCMP, but as of August 12, 

2013 the external auditor has confirmed 

similar breaches as to the other three sena-

tors. The allegations are calling into ques-

tion the validity of the Canadian Senate.

If we look at the current landscape in Canada 

relative to our progress in combatting money 

laundering and terrorist financing a recent 

Senate report, which in my view was one of 

the most objective reports coming from the 

Senate in recent memory, has highlighted 

some real deficiencies in Canada’s overall 

AML/CTF strategy. The Senate report in 

March of this year titled: “Follow the Money: 

Is Canada Making Progress in Combatting 

Money Laundering and Terrorist Financing? 

Not Really,” sent a clear message that we all 
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need to become more effective and work 
together. The report summarized their find-
ings as follows:

Summary of Recommendations: 

The Desired Structure and Performance 

1. The federal government established a 
supervisory body, led by the Department of 
Finance, with a dual mandate: 

• To develop and share strategies and prior-
ities for combatting money laundering and 
terrorist financing in Canada; and 

• To ensure that Canada implements any 
recommendations by the Financial Action 
Task Force on Money Laundering that 
are appropriate to Canadian circum-
stances. This supervisory body should be 
comprised of representatives of federal 
interdepartmental working groups and 
other relevant bodies involved in combat-
ting money laundering and terrorist 
financing. 

Commentary: The recommendations focus on 

the need to have governmental agencies — 

inclusive of regulatory and enforcement 

— become better at working together and 

ensuring ongoing dialogue.

2. The federal government requires the 
supervisory body recommended earlier to 
report to Parliament annually, through the 
Minister of Finance, the following aspects of 
Canada’s anti-money laundering and anti-ter-
rorist financing regime: 

• The number of investigations, prosecu-
tions and convictions; 

• The amount seized in relation to investiga-
tions, prosecutions and convictions; 

• The extent to which case disclosures by 
the Financial Transactions and Reports 
Analysis Centre of Canada were used in 
these investigations, prosecutions and 
convictions; and 

• Total expenditures by each federal depart-
ment and agency in combatting money 
laundering and terrorist financing. 

Commentary: This recommendation is music 

to my ears since I have advocated for years 

that the success of any AML/CTF program 

has to be based on prosecutions, forfeitures 

and convictions. Simply relying on the 

amount of reports sent to enforcement agen-

cies by FIUs is analogous to building a car 

and forgetting the engine.

3. The federal government ensures that, 
every five years, an independent perfor-
mance review of Canada’s anti-money laun-
dering and anti-terrorist financing regime, 

and its objectives, occurs. The review could 
be similar to the 10-year external review of 
the regime conducted in 2010, and could 
be undertaken by the Office of the Auditor 
General of Canada. The first independent 
performance review should occur no later 
than 2014. 

Commentary: This conforms to recommenda-

tions of FATF but to be of value the govern-

ment needs to ensure that any audits are 

carried out by appropriate subject-matter 

experts who have the requisite skills, back-

ground and knowledge to objectively assess 

an AML/CTF program. Too often these 

reviews are carried out by companies with 

a strong lobby to the government.

4. The federal government considers the 
feasibility of establishing a fund, to be 
managed by the supervisory body recom-
mended earlier, into which forfeited proceeds 
of money laundering and terrorist financing 
could be placed. These amounts could 
supplement resources allocated to investi-
gating and prosecuting money laundering 
and terrorist financing activities. The govern-
ment should ensure that implementation 
of this recommendation does not preclude 
victims from collecting damages awarded to 
them by a court of law in a suit brought under 
the Justice for Victims of Terrorism Act. 

Commentary: In my view this establishes 

a good balance between direct payment 

to investigating agencies and having the 

funds simply disappearing into the Cana-

dian Government’s overall revenue process. 

5. The federal government ensures that the 
Financial Transactions and Reports Analysis 
Centre of Canada and the Royal Canadian 
Mounted Police employ specialists in finan-
cial crimes, and provide them with ongoing 
training to ensure that their skills evolve as 
technological advancements occur. 

Commentary: I have been arguing this point 

for years. All of us in the industry realize 

that expertise is essential to be able to effec-

tively and efficiently carry out responsibil-

ities under the PCMLTFA. This will require 

fundamental changes within the RCMP 

and FINTRAC’s staffing and promotion 

processes and will only be successful if there 

is some form of skill based pay.

The Appropriate Balance Between 
the Sharing of Information and the 
Protection of Personal Information 

6. The federal government requires the 
Royal Canadian Mounted Police, the Cana-
dian Security and Intelligence Service, the 

Canada Border Services Agency and the 
Canada Revenue Agency to provide quarterly 
feedback to the Financial Transactions and 
Reports Analysis Centre of Canada regarding 
the manner in which they use case disclo-
sures and how those disclosures could be 
improved. 

7. The federal government permits the 
Financial Transactions and Reports Analysis 
Centre of Canada to provide case disclosures 
in relation to offences under the Criminal 

Code or other Canadian legislation. 

8. The federal government develops a mech-
anism by which the Royal Canadian Mounted 
Police, the Canadian Security and Intelli-
gence Service, the Canada Border Services 
Agency and the Canada Revenue Agency 
could directly access the Financial Transac-
tions and Reports Analysis Centre of Cana-
da’s database. The Privacy Commissioner 
of Canada should be involved in developing 
guidelines for access. 

9. The federal government and the Financial 
Transactions and Reports Analysis Centre 
of Canada, in consultation with entities 
required to report under the Proceeds of 

Crime (Money Laundering) and Terrorist 

Financing Act and its regulations, annually 
review ways in which: 

• The compliance burden on reporting enti-
ties could be minimized; and 

• The utility of reports submitted by 
reporting entities could be optimized. 

10. The Financial Transactions and Reports 
Analysis Centre of Canada provide entities 
required to report under the Proceeds of 

Crime (Money Laundering) and Terrorist 

Financing Act and its regulations with: 

• On a quarterly basis and specific to each 
entity, feedback on the usefulness of its 
reports; 

• On a quarterly basis and specific to each 
sector, information about trends in money 
laundering and terrorist financing activi-
ties; and 

• Tools, resources and other ongoing 
support designed to enhance the training 
of employees of reporting entities in rela-
tion to the Proceeds of Crime (Money 

Laundering) and Terrorist Financing 

Act and its obligations. 

Commentary: Recommendations 9 and 10 

establish the mandate for FINTRAC to 

provide feedback to reporting agencies 

and to consider their concerns relative to 

the costs and resource intensiveness of 

complying with the regulations.
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11. The Financial Transactions and Report 
Analysis Centre of Canada review its guide-
lines in relation to the period in which reports 
must be submitted to it by entities required to 
report under the Proceeds of Crime (Money 

Laundering) and Terrorist Financing Act 
and its regulations. The goal of the review 
should be to ensure that, to the greatest extent 
possible, reports are submitted in “real time.” 

12. The federal government, notwithstanding 
the recently proposed changes to Canada’s 
Witness Protection Program Act, ensures 
that the safety of witnesses and other 
persons who assist in the investigation and 
prosecution of money laundering and/or 
terrorist financing activities is protected. 

13. The federal government establishes a 
mechanism by which employees of entities 
required to report under the Proceeds of 

Crime (Money Laundering) and Terrorist 

Financing Act and its regulations, and other 
individuals, could anonymously notify the 
Financial Transactions and Reports Analysis 
Centre of Canada about: 

• Failures to comply with the requirements 
of the Act; and 

• Individuals or entities possibly complicit 
in money laundering and/or terrorist 
financing. (p. 17) 

The Optimal Scope and Focus 

14. The federal government enhances Cana-
da’s existing anti-money laundering and 
anti-terrorist financing regime by placing 
additional emphasis on: 

• The strategic collection of information; 
and 

• Risk-based analysis and reporting. 

15. The federal government review, on an 
ongoing basis, the entities required to report 
under the Proceeds of Crime (Money Laun-

dering) and Terrorist Financing Act and its 
regulations to ensure the inclusion of sectors 
where cash payments exceeding the current 
$10,000 threshold are made. (p. 19) 

16. The federal government eliminates the 
current $10,000 reporting threshold in relation 
to international electronic funds transfers. 

17. The federal government review annu-
ally, and update as required, the definition of 
“monetary instruments” in the Proceeds of 

Crime (Money Laundering) and Terrorist 

Financing Act in order to ensure that it 
reflects new payment methods and techno-
logical changes. 

18. The federal government, in consultation 
with the proposed Financial Literacy Leader, 
develops a public awareness program 
about Canada’s anti-money laundering and 
anti-terrorist financing regime, and about 
actions that individuals and businesses 
can take to combat money laundering and 
terrorist financing. 

Overall comments:

This aforementioned findings highlight the 
need for having ongoing professional training 
and networking opportunities with all profes-
sions tasked with thwarting money laun-
dering and terrorist financing. By creating 
ACAMS Chapters we create a recognizable 
vehicle that provides a framework and 
ongoing opportunities for our colleagues in 
Canada. We all know the emphasis placed by 
regulators on the need for ongoing training 
and therefore having a network of like-
minded professionals from all sectors affords 
a venue for best practice sharing, money 
laundering and terrorist financing trend 
updates, and the benefit of having a collab-
oration of experts to assist us in achieving 
new regulatory changes. 

What has been accomplished?

Over the course of the past year Canada 
has forged ahead with the establishment of 
a vibrant Vancouver Chapter and a soon to 
be launched Montreal Chapter. Vancouver’s 
executive board hit the ground running 
with a group of motivated and professional 
money laundering practitioners who have 
embraced the need to be able to organize 
networking and learning events under the 
ACAMS umbrella. The formation of this 
chapter serves to enable ACAMS members 
on the west coast to capitalize on the value of 
sharing best practices and discussing current 
issues confronting the financial sector. The 
goal is to ensure that regulators, law enforce-
ment and representatives from all areas of 
the financial sector collaborate with the goal 
of thwarting criminal money laundering and 
terrorist financing.

Montreal’s entry into the chapter family will 
add a whole new dimension to ACAMS since 
the membership in Quebec wants to establish 
a French language ability that will be viewed 
positively, initially in Canada and then spread 
to other French speaking countries. Under 
the leadership of Sylvain Perreault from 
Desjardins, who helped select a phenomenal 
team, I am proud to say that Montreal is well 
on its way in setting a high standard with 
very laudable goals.

The Canadian Chapter which will be 
renamed as the Greater Toronto Chapter 
and has continued to provide learning 
and networking opportunities for Cana-
dian ACAMS members. My co-chair Karim 
Rajwani from RBC and his team have 
continued to provide facilities which 
have ensured ongoing success. For the 
coming year we are looking to insert 
new members to serve on the chapter 
executive board because we want to give 
opportunities to other interested and 
enthusiastic ACAMS members. 

What’s next?

The value of having chapters strategically 
located in a country cannot be under-
stated. The recent expansions in Canada 
have clearly demonstrated that Canadian 
ACAMS members want to have opportuni-
ties to network and receive ongoing training 
without having to travel great distances. It 
is therefore only sensible that we continue 
to expand our chapter network. Areas that 
need to be canvassed for the coming year are 
Calgary and Edmonton, and or one chapter 
in Alberta. Ottawa is the headquarters of 
many of our regulators, enforcement agen-
cies and other government institutions, and 
then pending appetite Saskatchewan, Mani-
toba and the East Coast. We will be sending 
a questionnaire out to members in Alberta 
and Ottawa in the coming weeks to ascertain 
their desire and willingness to be part of the 
initial executive.

Having been associated with ACAMS for 
more than a decade I am proud to continue 
to work with John Byrne and his team 
to roll out a vibrant and viable chapter 
network in Canada. I am a firm believer 
in T.E.A.M. (Together Everyone Achieves 
More) and am confident that if we continue 
to grow with all organizations committing 
to collaborate we can make a difference 
in our collective fight against money laun-
dering and terrorist financing.

Conclusion

As a country which has been lauded around 
the world for the vibrancy and stability of its 
banking sector, recent events have shown 
that like many other countries around the 
world we need to emphasize ethics above 
greed and ensure the tone at the top also 
includes our political institutions. 

Garry Clement, CFE, CAMS, AMLP, special 

advisor, ACAMS, Colborne, Ontario, Canada, 

gclement@clementadvisorygroup.ca
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The results are in and the findings are 
clear — AML/financial crime profes-
sionals’ compensation continues 

to out-pace general compensation growth. 
The Association of Certified Anti-Money 
Laundering Specialists (ACAMS) released 
the details of its 2013 Compensation Guide 
on May 15, 2013. With nearly 5,500 respon-
dents, the study is the only one of its kind in 
the financial crime detection and prevention 
field. The survey, which groups the data by 
various criteria, including experience, orga-
nization size, and industry, among others, 
reported a pointed contrast in the earning 
potential for Certified Anti-Money Laun-
dering Specialist (CAMS) certified profes-
sionals, higher median base pay increases for 
those working in audit and money services 
businesses (MSBs), and a nearly six percent 
median overall rate of growth in compliance 
compensation from 2011 to 2012. 

The need for qualified, certified 
compliance staff rises

Among its most significant findings, the 
survey revealed that those who had earned 
the Certified Anti-Money Laundering 
Specialist (CAMS) credential out-earned 
their non-certified counterparts by a median 
of 32 percent, up from 14 percent since the 
last survey, conducted in 2008. This stark 
contrast in compensation and growth in 
the premium for CAMS denotes the high 
value employers place on the CAMS certi-
fication and the desire to have expert staff. 
ACAMS developed the Certified Anti-Money 
Laundering Specialist (CAMS) program in 
2001 to address the growing need to certify 
the experience and skills of those tasked 
with the detection and prevention of money 
laundering and the combating of terrorist 
financing. Since its inception, the CAMS 
credential has proven to be the sought-after 
designation by employers from both the 
private and public sectors from around the 
globe. “I think the survey results clearly high-
light the direction and evolution of this field,” 
said John J. Byrne, CAMS, ACAMS executive 
vice president. “With all-encompassing regu-
lations and more severe penalties and formal 

regulatory criticism against not just banks 
but other financial service providers, the 
AML community is responding with a greater 
commitment to hiring and rewarding skilled 
professionals.”

Audit experiences highest salary growth

While the median compensation growth 
for compliance professionals was nearly 6 
percent, certain fields experienced acceler-
ated growth. Those working in AML audit 
were fortunate to see the highest compen-
sation growth of 8.6 percent. Given recent 
regulatory criticism for failures in AML 
audit, it comes as no surprise that employers 
are willing to pay an extra for those tasked 
with the audit function. In late 2012, ACAMS 
developed its first advanced certification 
— CAMS-Audit. Developed specifically for 
those who have already earned the CAMS 
credential, the advanced certification 
program builds upon that student’s expert 
knowledge and specializes his/her skills to 
address the audit deficiencies cited time and 
again by regulators and examiners.

Other significant findings

This year’s survey provided several other 
significant insights. Overall income of profes-
sionals in AML and financial crime detection 
and prevention is up nearly six percent from 
last year, to a median $75,500. Salary growth 
held steady at roughly three percent for 
most developed countries — including the 
United States, Canada, and most of Europe 
— but rapidly developing countries such as 
India and China led the way with gains of 12 
percent and nine percent, respectively.

In conjunction with the full report of the 
survey, ACAMS members will also receive 
exclusive access to an online salary calcu-
lator based on the criteria collected in 
the survey. Ted Weissberg, CAMS, CEO of 
ACAMS, believes that the salary calculator is 
an invaluable resource for the membership: 
“The survey results are, of course, insightful 
and interesting from a high-level overview; 
however, the most important thing for our 
members, I believe, is a practical application 

that they can use to gauge their own careers.” 
Weissberg explains, “The next step is for 
members to insert their own personal details 
to see, on a personal level, what the informa-
tion means to them.”

Byrne concluded, “It is undeniable that the 
compliance industry and the demand for 
skilled professionals have skyrocketed. It’s a 
great place to be right now, and we are proud 
to effectively respond to the changing needs 
of industry and agency professionals through 
advanced training, certification and career 
resources. We are especially committed to 
equipping the next generation of AML profes-
sionals with the necessary tools to jumpstart 
their careers with a competitive advantage.” 

The ACAMS 2013 Compensation Survey was 
conducted by Industry Insights, an indepen-
dent research firm specializing in associa-
tion research. The survey was distributed to 
approximately 60,000 industry employees, 
ACAMS members and non-members, 
and received a 9.1 percent response rate. 
ACAMS members and those who completed 
the survey will receive full details of the 
survey; non-members may obtain a copy 
of the full results by contacting an ACAMS 
specialist at +1.305.373.0020 or by email at 
info@acams.org.  

ACAMS RELEASES FINDINGS OF 2013 COMPENSATION SURVEY
Median earnings for CAMS-certified professionals 
32 percent higher than non-certified counterparts
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This past year has been one of the 
most truly innovative and customer 
focused, product development years 

at ACAMS. In addition to the advanced certi-
fication programs, and the expanded regional 
conferences and seminars across the globe, 
one of the most exciting new products is 
without a doubt the ACAMS Risk Assessment 
tool. As a response to direction received by 
our advisory board and an organization-wide 
2011 survey of our members, this newly 
developed software is designed to provide a 
standardized platform for conducting AML 
risk assessments at institutions worldwide.

Recently, ACAMS Today had the opportu-
nity to interview the team at the core of the 
ACAMS Risk Assessment methodology: John 
J. Byrne, Esq., CAMS, ACAMS executive vice 
president, consultants Rick Harms and Ryan 
Rasske, and Tanya Montoya, ACAMS product 
development manager. Together they shed 
some light as to the origins of the project and 
how it has grown into the comprehensive 
tool it is today.

ACAMS Today: The ACAMS Risk Assessment 
tool is a critical endeavor for the AML commu-
nity. Can you share with us how the project 
evolved from a simple concept into the compre-
hensive tool it is today?

John Byrne: Whether you are in the United 
States or any other jurisdiction, the chal-
lenge to the AML professional has always 
been how to both craft your risk assessment 
and have some way to determine how your 
peers are risk ranking. This tool developed 
by a team of experts does both — provides 
a detailed methodology for the risk process 
and a peer comparison component.

AT: In developing the tool, what was the vision 
behind the risk process and the overall product 
structure? 

JB: The vision at its core is to offer finan-
cial institutions worldwide a standardized 
means of measuring, understanding and 
explaining their AML risks. To accomplish 

this we have responded to the guidance and 
regulatory requirements of various financial 
institution supervisors and regulators via a 
tool that delivers a comprehensive and auto-
mated risk profile of an institution’s prod-
ucts, services, high-risk geographies and 
high-risk customer entities.

AT: As the main developer of the ACAMS Risk 
Assessment tool methodology, can you give 
us some background on how your work with 
FinCEN and other organizations have helped 
you formulate the core features of our product?

Rick Harms: My orientation to a risk-based 
approach to anti-money laundering work 
began in the early 80s. I was heading up the 
U.S. Customs “Artificial Intelligence” system 
which was one of the first rule-based comput-
erized attempts to identify possible money 
laundering, based on Bank Secrecy Act data.

We had to employ methods to find “a needle 
in a haystack.” Law enforcement partners in 
the effort helped us identify specific behav-
iors and characteristics that resulted in alerts 
that could evolve into good investigative 
cases without creating massive numbers of 
false positives.

This work continued into the first days of the 
existence of FinCEN when I, the customs 
unit I headed up, and the rule-based targeting 
effort all moved under the leadership of 
FinCEN’s first official director, Brian Bruh.

In the early 90s, I carried the same risk-based 
principles into work that I was hired to do 
with AUSTRAC. The Australian government 
had just passed a law that gave AUSTRAC 
the authority to collect information on all 
international electronic fund transfers into 
and out of Australia. I was brought in to coor-
dinate the effort with Australian law enforce-
ment and regulatory partners to develop 
a risk-based, rule-based system to identify 
money laundering behaviors amidst the 
massive amount of international wires.

AT: After your work in Australia, how did you 
continue to pursue your risk-based concepts?

RH: After Australia followed several valu-
able years with PWC working on interesting 
engagements internationally, which led to my 
being recruited by Rick Small when he was 
hired by Citigroup to lead their global AML 
efforts. Rick asked me to work with some 
great Citi colleagues to develop a standardized 
AML risk approach to be used globally within 
Citi. We came up with an objective system 
that could identify product, customer and 
geographic money laundering risk. This was 
truly an exciting and rewarding experience.

In 2008, when Rick Small took over lead-
ership of American Express’ global AML 
organization, he asked me to come apply 
the concepts we had used at Citi to create 
a next-generation AML risk assessment 
system. To my good fortune, my primary 
partner in this effort was Jim DeRugeriis, 
whose like-minded thinking had already initi-
ated AML risk work at American Express.

It was really the collaboration with Jim that 
allowed us to take what I had first started 
developing in the early 80s at U.S. Customs 
to the system being implemented today at 
American Express.

So, when ACAMS approached me to work on 
your risk assessment tool, my first response 
was to make sure Rick Small was on board 
because anything I’d have done would be 

ACAMS Risk Assessment: 

An in-depth look

This tool provides a  
detailed methodology for  

the risk process and a peer  
comparison component
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John J. Byrne, Esq., CAMS
John J. Byrne, CAMS is executive vice president of 
the Association of Certified Anti-Money Laundering 
Specialists or ACAMS. ACAMS is the 18,000 
member organization that develops anti-money 
laundering/sanctions/financial crime detection 
programs and certifies specialists in financial 
and non-financial businesses and government 
agencies. The web site is www.acams.org.

Byrne is a nationally known regulatory and legislative attorney with close 
to 30 years of experience in a vast array of financial services issues, 
with particular expertise in all aspects of regulatory oversight, policy 
and management, anti-money laundering (AML), privacy and consumer 
compliance. He has written over 100 articles on AML, represented the 
banking industry in this area before Congress, state legislatures and 
international bodies such as the Financial Action Task Force (FATF), and 
appeared on CNN, Good Morning America, the Today Show, and many 
other media outlets.

Byrne has received a number of awards, including the Director’s Medal 
for Exceptional Service from the Treasury Department’s Financial Crimes 
Enforcement Network (FinCEN) and the ABA’s Distinguished Service 
Award for his career work in the compliance field.

Rick Harms, PhD in Earth Sciences

Rick Harms has a doctorate in Earth Sciences from the UC Berkeley and 
has 30 years of experience in domestic and international anti-money 
laundering work. After twelve years as a college professor, Harms 
began his career in anti-money laundering work in 1983 by joining the 
U.S. Customs Financial Intelligence Branch. He became the director of 
that unit, and when the Treasury Department created FinCEN in 1990, he 
became one of the original assistant directors. From 1992 until 1995, he 
worked as a consultant with AUSTRAC in Sydney, Australia, developing 
money laundering detection and suspicious transaction reporting 
systems. In 1995, he returned to FinCEN as a senior advisor, focusing on 
work with the Egmont Group. 

In 1997, he joined PricewaterhouseCoopers, where he directed AML 
work for gaming, banking, insurance, securities, asset management and 
corporate clients internationally.

Harms joined Citigroup in December 2001 to enhance the company’s 
AML risk policy, manage the expansion of Citigroup’s global AML 
analysis capabilities, and help implement a unified AML IT strategy. 

Since Harms left Citigroup in March 2006, he has consulted on his own 
with financial institutions, AML service providers, and AML software 
vendors on a number of projects. He has focused chiefly on AML 
risk policy and transaction monitoring business rules, as well as the 
organization, staffing, training, and equipping of FIUs.

Harms’ work has focused primarily on American Express’ risk policies 
and monitoring strategy since 2008.

Tanya Montoya
Tanya Montoya has over 15 years in global 
marketing management and strategic brand 
development for a wide range of corporations, 
industries and governmental organizations. 
Montoya has successfully deployed numerous 
brand initiatives, both in traditional and online 
environments. 

In her role as product development manager 
for ACAMS, Montoya is responsible for the development and launch 
of the association’s first Risk Assessment software designed to offer 
financial institutions worldwide, a standardized means of measuring, 
understanding and explaining their AML risks.

Montoya has a master’s degree in International Affairs from Florida 
State University, and a bachelor’s degree in International Relations from 
Florida International University.

Ryan Rasske
Ryan Rasske is the founder and president of 
RiskGap Advisors, LLC. Prior to starting RiskGap 
Advisors, LLC, Rasske was senior vice president, 
Risk & Financial Crimes Director for Associated 
Banc-Corp, a diversified bank holding company 
with $22 billion total assets. In this role, Rasske 
established an enterprise risk management 
(ERM) framework consisting of risk intelligence 

reporting to the board of directors. Additional areas of responsibility 
included business resumption, anti-money laundering, physical security, 
internal/external criminal investigations and enterprise-wide fraud. 

Before joining Associated, Rasske was employed with the U.S. Secret 
Service in the Washington D.C. metropolitan area. His banking career 
started at E*TRADE Bank as the Bank Secrecy Act and Anti-Money 
Laundering officer and he joined Associated Banc-Corp in 2003. 

Rasske currently serves as an advisory board member and faculty 
for the American Bankers Association (ABA) National Compliance 
School, Board of Advisors for the ABA Online Professional Compliance 
Curriculum and Capstone Advisor for the prestigious Stonier School 
of Banking at Wharton University. He has written several articles for 
the ABA Bank Compliance magazine and is frequently requested to 
speak at national conferences such as the ABA Regulatory Compliance 
Conference, ABA Money Laundering Conference, and the NACHA 
Payments Conference. 

Rasske has a bachelor’s degree in Management and Business 
Administration. He has completed training in Enterprise Risk 
Management at Kellogg School of Management and holds Stanford 
University’s Strategic and Risk Management Professional Certification.
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based on my current American Express 
work. It turned out that working with ACAMS 
on such a tool was, in fact, Rick’s idea. And 
so it evolved.

AT: Having had formal experience with both 
government regulatory agencies and the private 
financial sector, what do you see as the biggest 
advantage to financial institutions in using the 
ACAMS methodology to run their AML risk 
assessments?

RH: That’s a great question and I hope my 
background and work experience equip me 
to give you a constructive answer.

My hope is that our ACAMS Risk Assess-
ment methodology provides an alternative 
for financial institutions that don’t have their 
own resources to meet their growing AML 
obligations independently.

In addition, I feel that users of our method-
ology will find the following three advantages.

First, we have taken an objective, repeat-
able approach that is based on authoritative 
international sources of information on the 
money laundering and terrorist-financing 
risk posed by products/services, customer 
types and jurisdictions.

Second, we have sought consistency with the 
published advisories and guidance from the 
financial regulatory community. Therefore, 
the regulatory community will hopefully find 
comfort in and support the underlying prem-
ises of our methodology.

The final big advantage for a user is being 
viewed as employing a robust standard-
ized approach with which the regulators 
are familiar.

AT: As key contributor to the ACAMS Risk 
Assessment tool, can you give us a little bit of 
background on your AML work with E*TRADE, 

Associated Banc-Corp, and the ABA, and how 
that experience has helped you formulate some 
of the core features of our product?

Ryan Rasske: Each of my experiences were 
influential and contributed to the design of 
the ACAMS Risk Assessment tool. My first 
introduction to risk assessments really came 
from working for the U.S. Secret Service. 
This profession provided me with the training 
and a unique skill-set to mitigate threats by 
understanding what to look for, calculating 
the probability of negative outcomes and 
knowing the proper response.

As I moved out of law enforcement and into 
banking, I learned these same basic funda-
mentals could be applied within a corporate 
environment. In 2001, I became the BSA/
AML officer for E*TRADE Bank and began 
customizing the assessment of electronic 
banking risk to match the AML complexities 
of operating in a branchless setting. 

In growing my network with AML experts 
during the turbulent regulatory changes 
resulting from 9/11, I was introduced to 
several members of the ABA including John at 
the time, which turned out to be quite fortu-
itous. This partnership opened several oppor-
tunities to develop best practices, mentor and 
provide training to others through a variety 
of channels. Today, I continue to serve in an 
assortment of roles, including faculty member 
for the Stonier Graduate School of Banking 
and ABA National Compliance School. 

While at Associated Banc-Corp, I was able 
to expand my risk knowledge by leading a 
team to design and implement an enterprise 
risk management framework. Establishing 
this type of structure, which included AML 
risk, promotes the company’s ability to 
analyze risk holistically, aggregate risk types, 
and develop influential dashboards which 
provide bank leadership relevant risk scores 
along with sufficient information to make 
strategic decisions.

AT: What do you see as the biggest advantage to 
financial institutions in using the ACAMS meth-
odology to run their AML risk assessments?

RR: It has been a great experience working 
with ACAMS on this project and truly an 
honor to work alongside some of the best 
minds in the AML industry. It’s difficult to 
isolate just one benefit, especially when a 
tremendous amount of time and energy was 
applied to the different functionalities the 
tool offers. With that said, the biggest advan-
tage financial institutions will discover is the 

tool’s ability to accommodate any size or 
level of complexity within numerous prod-
ucts or services combined with scoring flex-
ibility and management reports to fit their 
specific risk profile.

AT: What would you say are the strongest bene-
fits of the ACAMS Risk Assessment tool?

Tanya Montoya: Our software was designed 
as an answer to the membership’s most 
pressing concerns on evaluating an institu-
tion’s risk profile, and all product features 
were tailored to meet those exact needs. 
There are several benefits that I would 
define as “strong” and if I could touch on 
the top four, I would say total transpar-

ency on how we arrive at our inherent and 
residual risk scores, consistency in meth-

odology across lines of business, access 
to peer assessments for benchmarking 
and future standardization efforts, 
and certainly one of the most exclusive 
opportunities our tool offers is access 
to the ACAMS community of experts 

and knowledge center. ACAMS offers the 
world’s leading AML/CTF certification and 
education and training, as such, we are 
in the unique position to be able to offer 
a continuous flow of information to our 
users, from timely notifications on new 
guidelines and enforcement actions that 
would affect a user’s risk assessment, 
to seamless updates that address any 
changes in the regulatory environment.

AT: How does the tool take into account 
weighting and volumes?

TM: The past year has been a year of listening 
to our members’ “must-have” features for 
the tool — and one of the most repeated 
requests was the inclusion of a quantita-
tive data analysis to products, customer 
types and geographies. This would address 
step two of the FFIEC’s BSA/AML Exam 
Manual requiring a more detailed analysis of 
the identified data to better assess the risk 
within these categories. Ryan Rasske, along 
with the committee of experts was instru-
mental in making this a reality and we have 
since implemented a method that allows 
the user to gain an understanding of each 
risk factor and to understand the potential 
impact behind each data point — with the 
end goal of applying appropriate controls 
based on the risk profile of the institution.

Furthermore, the gathering of quantita-
tive risk data within our AML risk assess-
ment tool provides objectivity by creating 

The biggest advantage  
financial institutions will  

discover is the tool’s ability  
to accommodate any size
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a risk-based analysis derived from concrete 
facts which in turn offers a true projection of 
impact so that management reviews are solu-
tion driven sessions rather than verification 
and validation exercises.

AT: One of the most daunting tasks for a compli-
ance officer is combining automation with docu-
mentation when running their risk assessments. 
How does the ACAMS tool address this need?

JB: As mentioned before, transparency is 
one of the key elements driving a standard-
ized risk assessment for our users, and 
clear documentation is certainly part of this 
process. Within our tool, users have the 
opportunity to add narratives and document 
every step in their decision-making process, 
including control detail, score changes and 
the uploading of supporting files.

AT: What is the final output after completing 
the assessment? Does the tool offer graphs 
and charts? 

TM: Yes, our uniquely formulated numer-

ical scoring can be interpreted via 

numerous presentation ready summaries, 

reports, charts and heat maps to provide 

clear communications to both the board 

and examiners. The tool has the capability 

of generating detailed reports of inherent 

and/or residual risks organized by high, 

medium and low. Reporting includes high 

level views and executive summaries 

for lines of businesses, down to a highly 

granular and detailed report on the insti-

tution’s controls and its plan of action for 

risk mitigation.

AT: The question weighing on every compliance 
officer’s mind is the inevitable, what does a tool 
like this cost and are there additional capital 
investments needed on site? 

JB: As a membership driven AML/CTF orga-
nization we truly understand the budget 
constraints that institutions worldwide 
face in their daily fight against financial 
crimes. For this reason, our product was 
designed as a web-based system requiring 
no additional hardware installations, or 
on-premise hardware investments. Consis-
tent with this strategy is also our pricing 
strategy which is structured against an 
institution’s asset size. 

Interviewed by: ACAMS Today editorial. 

For more information about the Risk 

Assessment tool contact Tanya Montoya at 

tmontoya@acams.org

 Standardized Scoring & Reporting

 Save Time & Expense Through Comprehensive Automation

 Objective Industry Benchmarking

MEASURING, UNDERSTANDING, AND EXPLAINING AML RISK

Schedule your LIVE DEMONSTRATION  today — contact  Tanya Montoya  
at tmontoya@acams.org or by calling +1 305.530.0913.
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The case for centralized KYC
A s the cost of addressing new regu-

lations eats away at profit margins 
and regulators impose record 

fines, financial institutions (FIs) are actively 
seeking new solutions to reduce costs whilst 
raising standards of compliance. For more 
than a decade, many have consolidated oper-
ations into global processing centers. This 
has driven down costs considerably, but 
more is needed. Relocating global centers to 
cheaper locations is not really an option. The 
next logical step must be shared services. 

A clear opportunity exists to leverage a 
shared service model for the Know-Your-
Customer process (KYC). Currently, every 
FI conducts documentation verification and 
validation for each client, even when they 
share clients with other FIs. The same docu-
mentation is assessed repeatedly across the 
industry, often to varying standards.

Centralizing the KYC process and providing 
a single certification of each client will drive 
out inefficiency, speed up onboarding, raise 
levels of due diligence and aid regulators and 
law enforcement.

The KYC process today

The current KYC process has inherent ineffi-
ciencies and weaknesses as detailed below:

Inefficiency: In the current bilateral model, 
clients provide a similar set of documentation 
to each FI. Each FI then evaluates that docu-
mentation and conducts various background 
and blacklist checks before accepting the 
client. The process is then repeated across the 
industry. This is a significant waste for both 
FIs and clients who must allocate resources to 
manage the process across multiple relation-
ships operating on differing timelines. This is 
then compounded by recertification require-
ments and expiry of documents.

Slow to Market: The onboarding process 
can take anywhere from hours to months, 
depending on the client’s ability to provide 
documentation or how flexible the FI can be 
in modifying its requirements to accept what 
the client is able to provide.

Inconsistency: Most regulators do not specify 
the precise documentation requirements to 
satisfy KYC due diligence. It is therefore left 
to the FIs to interpret the requirements; and 
opinions vary among compliance officers in 
each jurisdiction.

Conflicting Interests: Whilst KYC specialists 
are intent on ensuring that due diligence is 
carried out thoroughly, their performance is 
assessed on how quickly they can process 
accounts. Management focus is on getting 
the account set up as fast as possible to start 
trading. Depending on the culture of the FI, 
this can result in accounts being set up before 
proper due diligence has been completed.

Underinvestment: Regulators have expressed 
serious concerns about significant underin-
vestment in KYC functions across the industry. 
The client onboarding process has historically 
been underinvested. Even prior to the financial 
crisis, FIs preferred to invest in the front office, 
revenue generating staff rather than balancing 
the need for good quality, well-trained KYC 
staff. Even now, they prefer to invest in gener-
alist staff rather than invest a little more to 
ensure that they have highly trained (CAMS 
certified) specialists. This has created a ‘tick-
the-box’ approach to KYC that often fails to 
meet the minimum regulatory requirements.

Validation of Documents: Certain juris-
dictions require an inspection of original 
documents by the FI’s officers. This is often 
impractical, especially for a client in an 
offshore location. One solution to this has 
been certification by a notary public or other 
trustworthy source, yet there are major 
flaws with this approach. How reliable is the 
notary public or other source’s endorsement? 
Do the FIs check back with the source to 
ensure that they did in fact certify the docu-
ments and are qualified to do so? Whether 
the validation is performed by the FI’s own 
officers or other source, officers generally 
lack the equipment and specialist training to 
identify false or forged documentation. To 
truly authenticate an ID document, it must 
be scanned with a specialist scanner and 
assessed against anti-forgery criteria for that 
specific document.

Recertification: There is a vast backlog of 
recertifications at a number of FIs. With 
resources struggling to keep up with the 
demands of the volume of new accounts, 
many FIs are taking a fire-fighting, project 
approach to recertifications, effectively 
pushing the problem out for another couple 
of years, when it will likely resurface again.

Pressures on FIs, and particularly on KYC 
functions, have created systemic weaknesses 
that undermine the foundation of the AML 
framework, leaving the door to the financial 
system wide open for criminals and terrorists.

Market response

Developments in the infrastructure for KYC 
currently revolve around the following:

Process Enhancements: FIs and vendors 
have focused on incremental improve-
ments to the current bi-lateral model. Whilst 
these improvements have reduced the time 
required to process documents, they do not 
address other weaknesses in the system: 
inefficiency, inconsistency, conflicting inter-
ests and document validation.

Data Repositories with Data/Document 

Exchange: These initiatives are aimed at 
enhancing the quality of data available to FIs 
and providing a repository for FIs to access 
documents when needed. These go a long 
way toward improving the current process. 
However, inefficiency remains: the FIs still 
need to conduct documentation reviews them-
selves and now rely on electronic copies of 
documents that have been uploaded by clients, 
with no reliable validation of those documents. 
The challenges of inconsistency, conflicting 
interests and document validation remain.

So the market is making improvements, but 
is there a more complete solution?

A new model

All of these weaknesses could be addressed 
by moving to a new model. An independent 
solution that promotes true efficiency for 
the market, removes conflict of interest, 
promotes consistency and significantly 
improves time to market. A solution for 



 ACAMS TODAY | SEPTEMBER–NOVEMBER 2013 | ACAMS.ORG | ACAMSTODAY.ORG  59

ASPECTS OF ASIA

which KYC is a core competence and which 
will raise the bar significantly on standards of 
client due diligence.

Centralized KYC certification

An independent centralized KYC certification 
platform will address the current systemic 
weaknesses and inefficiencies, providing the 
opportunity to significantly raise the stan-
dard of client due diligence and closing the 
doors to the financial system for known crim-
inals, terrorists and their financiers. 

Addressing all of the weaknesses in the 
current system on an institution-by-institu-
tion basis would be prohibitively expensive 
and require an inordinate amount of effort. 
Creating a centralized solution enables 
pooling of resources, thus transforming the 
KYC environment whilst making it signifi-
cantly cheaper for everybody.

Solving current problems

So how does centralized KYC certification 
resolve the inefficiencies and weaknesses in 
the current model?

Efficiency: Clearing client documentation 
through a single platform would eliminate 
repetition every time a client opens a new 
account with another FI. When recertifica-
tion is required or documents are expiring, 
the client is approached only once for 
updated documentation.

For FIs, there is no need for each one to eval-
uate the documentation for KYC, or conduct 
background and blacklist checks on the same 
client. The central platform will perform each 

of these tasks once on behalf of all FIs, elimi-
nating duplication across the industry.

Quick to Market: Once the client has been 
validated by the central platform provider, 
they would be certified for KYC. When an FI 
onboards that client, the KYC certification is 
confirmed as soon as the client authorizes 
that FI to onboard them.

Consistency: With a clear understanding of 
multiple FIs’ documentation requirements, 
the KYC platform would be able to deter-
mine a universal set of documentation that 
would enable account opening with any FI in 
any jurisdiction for any product. Comparing 
documentation requirements across FIs 
would highlight inconsistencies that could 
then be analyzed to determine whether that 
document is actually required. This would 
move the industry toward a standardized set 
of documentation, whilst allowing for differ-
entiation where necessary (e.g., based on 
requirements of the FI’s parent regulator). 
Some level of customization of requirements 
would still be needed, hence a universal set 
of documentation, rather than a standard set.

Avoids Conflicting Interests: The central-
ized KYC platform would be independently 
accountable for the completeness and integ-
rity of the KYC certification. This will protect 
it from compromise by any party trying to 
circumvent the system to quickly close a 
lucrative deal.

Appropriate Investment: As a core compe-
tence of the platform, the appropriate invest-
ment would be made in resourcing and 
initiatives to ensure the highest standards of 
KYC are maintained. 

Validation of Documents: With suitable 
investment available, a centralized KYC plat-
form could support specialist training and 
equipment for officers to accurately assess 
and validate documentation, readily identi-
fying fraudulent or suspicious documents. 
This would help remove fake documentation 
from the market and make a significant contri-
bution to the fight against money laundering. 

Recertifications: Recertifications would be 
a core deliverable of the platform and with 
appropriate investment in resourcing, the 
platform would be well positioned to provide 
ongoing, timely recertification of accounts.

Additional benefits

Introducing a centralized KYC platform 
would result in additional benefits.

Regulatory Efficiencies: With a single 
centralized platform to audit for KYC, regu-
lators around the world would be able to 
save significant resources whilst ensuring 
the quality and integrity of the process 
performed by the central platform.

Support For Law Enforcement Agencies: A 
tighter KYC regime would force criminals to 
further remove themselves from any accounts 
being used for financial crimes. This would 
extend the chain of individuals involved, 
giving law enforcement more opportunities to 
intercede and break the chain.

Static Data Upload: During the document 
verification process, static data could be 
scrubbed directly from the documents. This 
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could then be downloaded by FIs to facili-
tate the automation of account setup across 
multiple systems.

Single Legal Entity Identifier: By default, a 
centralized KYC platform would generate a 
single legal entity identifier (LEI). The plat-
form could work with FIs to automatically 
generate their client codes. The platform 
would maintain mapping tables of client 
accounts for each FI. The LEI would be 
maintained centrally on the KYC platform 
and easily mapped to the relevant accounts 
at each FI. 

Making it happen

To make centralized KYC a reality, several 
key components will need to be put in 
place to address common concerns with 
this model.

Regulatory Approval/Acceptance: Whilst 
cur rent regulations in many jurisdictions 
allow for outsourcing of KYC, the concept of 
a centralized certification of KYC for re-use 
has not been specifically addressed. 

The industry will need regulators to confirm 
their acceptance of this model before it can 
be fully developed and implemented.

Global Coverage, Local Support: In order 
to avoid fragmentation of FIs’ processes, 
the centralized KYC platform would ideally 
provide global clearance for each client. FIs 
— especially those that have already central-
ized their processes internally — would 
want to go to one platform and see the client 
cleared globally. They do not want to use 
different methods for clearing accounts to 
trade in different jurisdictions. 

The platform would also require multi-lingual 
systems and support to facilitate operations 
in local markets — especially in Asia.

System and Data Security: System and data 
security are probably the most important 
concerns of a centralized model.

The system would need to be designed with 
best in class, state-of-the-art security, at least 
on par with that of banks, exchanges and 
governments today.

Key elements that would need to be 
addressed would be: physical security of 
hardware; system architecture design; 
and user authentication and authorization 
methods.

Data Privacy: The platform would need 
to comply with data privacy regulations 
of various jurisdictions, particularly with 
regard to maintaining client data onshore 

and ensuring client permission is obtained to 
use the data for each different purpose (i.e., 
when providing KYC certification to each FI).

Meeting the requirements for onshore 
storage of data could be as simple as main-
taining data on an onshore server. Where 
regulators insist on the operation itself 
being onshore, FIs will already have onshore 
resources allocated to KYC. Consolidating 
those resources into a local KYC platform 
would still make sense.

To address concerns about client data being 
used for a purpose other than that for which 
it was gathered, clients would be required to 
approve use of their information by any FI 
before the KYC process is initiated.

Liability for failures of KYC: In order for 
this approach to work fully, responsibility for 
KYC certification of a client must lie with the 
centralized KYC platform. Responsibility for 
failures in the KYC process, whether fraud-
ulent, negligent or accidental, would have to 
remain with the platform and not transfer to 
the FIs.

Each FI will own the relationship and the deci-
sion as to whether to adopt the client or not.

An agreement will be needed from the regu-
lators that if an FI establishes a relation-
ship and transacts with a client erroneously 
cleared for KYC, and where the FI(s) would 
have no other indication that the client is 
unsuitable, then the platform provider, not 
the FI(s) would be held liable for any injury 
or damages resulting from that relationship.

Simple transition and interconnectivity 

for each FI: Transitioning FIs onto the 
KYC platform could be as simple as having 
onboarding officers manually check the 
KYC status on the platform. Or it could be 
as sophisticated as establishing connectivity 
with client onboarding systems to integrate 
the KYC platform into the FI’s process flows.

Asia first?

Given the challenges of building a global 
platform, a phased development approach 
would be needed. In order to be a truly global 
solution, the platform would need to handle 
requirements of varying degrees of sophisti-
cation across multiple jurisdictions. Devel-
oping the initial platform in that environment 
would ensure that the foundations are laid 
to support the high levels of complexity that 
will arise as new jurisdictions are added.

Asia is perhaps the best place to start 
building this global platform.

Asia is effectively more than 30 regions in 
one, with many different approaches to 
KYC and AML requirements. Whilst some 
of these jurisdictions have collaborated to 
work toward more consistent standards, 
and a centralized approach might encourage 
others to follow suit, this will take time and 
not all would do so. Asia thus provides the 
level of sophistication needed to challenge 
the foundational design of the platform and 
ensure that it will work as a global solution.

Regional regulators, whilst fully under-
standing the cost and client acquisition pres-
sures on FIs, also have a strong and evolving 
focus on AML. They are taking proactive 
steps to strengthen the market against crim-
inal and regulatory risk, leading the way in 
controlling their borders as Asia has grown 
in significance as a leading global financial 
center. Both Thailand and the Philippines 
have updated their AML Acts this year, 
increasing the powers of AML authorities and 
expanding a number of related definitions, 
including predicate offenses amongst others.

Asia is also traditionally the home of smart-
sourcing and utility services. Originally this 
was a wage arbitrage but now there is a pool 
of experts that have been looking at KYC/
AML for almost a decade.

Once the concept has been developed and 
proven in Asia, it could easily be rolled out 
globally by adding new jurisdictions to the 
platform with appropriate language and time 
zone support.

Conclusion

An independent centralized KYC certification 
process is a compelling solution to many of 
the systemic weaknesses and inefficiencies 
inherent in the current model. It would also 
provide a platform to significantly raise the 
standard of client due diligence and help close 
the doors of the financial system to known 
criminals, terrorists and their financiers.

All the components to build a long-term 
solution exist today. With support from the 
regulatory community, the engagement of 
several leading FIs and the use of available 
technology, it is possible to build a truly 
transformational centralized KYC platform 
today. 

Bryan Shillabeer, partner, TBD Solutions 

Pte Ltd, Singapore, bryanshillabeer@tbds.

biz

Derek Venn, partner, TBD Solutions Pte Ltd, 

Singapore, derekvenn@tbds.biz
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A CAMS Today spoke with Ted Weiss-
berg, CEO of ACAMS to get his 
thoughts on training, ACAMS and 

other matters.

Prior to joining ACAMS in 2009, Weiss-
berg was president of the Information 
and Training unit of Fortent, Inc. and 
spent 15 years at Thomson Financial in 
various editorial, publishing and general 
management roles, including president 
of Thomson’s Venture Economics unit. In 
total, Weissberg has worked in the infor-
mation and training field for more than 25 
years. Weissberg is a graduate of Wesleyan 
University. He has authored two books, a 
biography of Arthur Ashe, and an exposé of 
NCAA sports scandals.

ACAMS Today: How did you first become inter-
ested in the financial crime field?

Ted Weissberg: I started working in the field 
in the end of 2005. I knew very little about 
financial crime before then, but I quickly 
became fascinated by it.

AT: What has surprised you most about working 
in the compliance industry?

TW: The level of cooperation and camara-
derie among people in the industry. I had 
never seen so much collaboration among 
professionals at competing organizations. 
It quickly became clear to me that the 
people in this industry feel deeply that they 
are doing important work, both for their 
employers and for our society as a whole, 
and that they are perfectly happy to share 

their practices and strategies with peers, 
knowing that they may learn something 
valuable in the give and take.

AT: As CEO of ACAMS, what do you hope to 
accomplish in the next couple of years?

TW: I am very happy with the course ACAMS 
is on and I want to continue that and see 
through the initiatives we’re working on 
today. For example, I want ACAMS to 
continue to globalize, and I expect in a couple 
of years’ time about half of our membership 
will reside outside of the U.S. I also want to 
encourage the continued rapid growth of 
membership. We’re up around 18,000 now, 
which is about double where we were three 
years ago. And I want to continue to intro-
duce new training programs, conferences, 
certifications and other tools to meet the 
emerging needs of the industry.

AT: When you attend ACAMS’ conferences 
around the world, what is the most common 
theme you hear discussed amongst the compli-
ance professionals?

TW: Perhaps the most enduring theme, 
regardless of the regulatory demands of the 
day or the region, is the sense that the jobs 
of our members are becoming more difficult 
and bigger all the time, and that the stakes 
keep getting higher. 

AT: What is one of your favorite products that 
ACAMS offers? 

TW: It’s hard to choose just one; we love 
all our children. The CAMS certification 
program is at the core of what we do and 
has played an important role in profession-
alizing the industry. I’m very proud to be 

a part of that. I am also very excited about 
ACAMS Risk Assessment, a tool that we will 
be launching in the fall to help financial insti-
tutions conduct their AML risk assessments 
more easily and according to an industry 
standard. The first product that I was 
involved with was a predecessor to Money-
laundering.com, so I have a soft spot in my 
heart for that excellent information resource. 
And, of course, ACAMS Today!

AT: In your 25 years of experience in the infor-
mation and training field, what is the key to 
building a successful training program?

TW: Getting smart, experienced professionals 
to tell you what they need, listening closely, 
asking good questions, and then doing 
your best to meet those needs — and then 
adapting the program often and thoughtfully. 
I also have found that teaching through case 
studies, whenever possible, is both engaging 
and effective. 

AT: You have authored two books in the sports 
field. Are you planning on writing another book 
and if so will it be in the sports genre? 

TW: I think my days of book writing are past. 
I’m too busy. But if I were to take it up again, 
I wouldn’t write another sports book. Maybe 
I’d try a crime novel instead … with an AML 
compliance officer hero, of course. Detailed 
descriptions of KYC processes and transac-
tion monitoring policies always sell books, 
right? 

Interviewed by: Karla Monterrosa-Yancey, 

CAMS, editor-in-chief, ACAMS, Miami, FL, 

USA, editor@acams.org

Ted Weissberg, CAMS
Chief Executive Officer 
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